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Executive Summary  

The main purpose of deliverable D1.2 is to provide an initial report on the characteristics of deviant be-

haviour, because knowledge about it can be used for the detection of abnormal activities and predictive 

purposes. In more precise terms, concrete measures and possibilities for combating cybercrime, organ-

ised crime and terrorism and for maintaining and promoting internal security are presented and discussed 

on the basis of the use cases formulated by the end users. Special focus is on the elaboration of possible 

applications of different predictive models, on the use cases formulated within the framework of PREVI-

SION. It will be complemented with criminological theories of predictive value and empirical methods and 

models for the fight against the mentioned forms of crime, as well as with the way concrete measures 

and software applications should be implemented and what should be considered when implementing 

them.  

This report begins with the definitions of organized crime, terrorism respectively extremism and cyber-

crime as the central areas of interest. The following chapters are devoted to the topics of forecasting and 

prediction in the context of crime. First, the different models of crime forecasting in general and their 

methodological implementation options are outlined. Then the central statements of criminological the-

ories are explained and their predictive value for the defence and fight against crime is discussed. This is 

followed by an overview of investigative support technologies in the above-mentioned crime areas on the 

one hand and predictive models for supporting security policy measures against the above-mentioned 

crime areas on the other. Furthermore, special focus is placed on spatial and personal predictive policing. 

Finally, a concrete consideration of the use cases is given, taking into account what has been worked out 

in the previous chapters and with special emphasis on predictive policing. When considering the require-

ments for the PREVISION project formulated in the use cases, it is explained that a number of established 

measures and software applications already exist for the mentioned requirements, which underlines the 

relevance of these requirements.  

This report is intended to provide a general overview of theories and methods in the field of predictive 

policing. A revised version of this deliverable will be made available in month 11 (D1.4). In the course of 

developing concrete methods and implementation options that meet the requirements of LEAs, the ethi-

cal, moral and legal aspects (e.g. data protection) are considered and discussed in detail in D1.4. 
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1. Introduction 
It is simply impossible to achieve complete safety. Every society is confronted with deviant1 and criminal 

behaviour. Crime is a normal social phenomenon. Nevertheless, every state has the obligation to protect 

its citizens from crime and terrorist threats. This is becoming increasingly difficult against the background 

of globalisation and increasing technological development. Threats must be analysed quickly and objec-

tively in order for the relevant authorities to be able to react promptly to future risks on the basis of 

forecasts. Predictive policing is a means of making police work more effective and efficient, but it must be 

integrated into the work processes of an authority or into the police culture in a long-term and compre-

hensive manner. Predictive policing is ineffective if it lacks the acceptance of the officers who work inside 

the relevant systems, or rather without the acceptance of the officers who ultimately have to implement 

the measures on their daily operations.  

Predictive policing is still a rather young but very dynamic branch of criminological research and police 

work. Especially in the USA, but increasingly also in European countries such as Germany and Switzerland, 

more and more authorities are working with predictive tools such as Predpol, Hunchlab or Precobs. In 

addition to the fight against classical crime, predictive policing is becoming increasingly important in the 

field of combating terrorism, not only in predicting terrorist attacks but also in predicting the course of 

radicalisation. 

The aim of this initial report is to present and elaborate the relevant possible theoretical and methodo-

logical approaches within the scope of the tasks of PREVISION. In the further course the relevant theories 

and methods mentioned will be adapted to the use cases. In D1.4 concrete implementation possibilities 

will be worked out, taking into account the end users needs, in order to pass these to the technical part-

ners. Last but not least, Predictive policing helps to make police work more effective and efficient, but 

also raises moral and ethical questions. Big data, artificial intelligence and racial profiling are topics that 

characterize the highly emotionalized discussion about the benefits but also the dangers of predictive 

policing. These important issues are discussed in detail in Deliverable 1.4. 

 

 

 

1 According to Peuckert, deviant behaviour is defined as behaviour “which violates the social norms of a society or 
of one of its substructures and which, when discovered, provokes social reactions aimed at punishing, isolating, 
treating or correcting the person displaying such behaviour.“[139] In this context it should be noted that a distinction 
must be made between the natural, criminal and sociological concept of crime [31] 
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2. Main Definitions – Organised Crime, Extremism/Terrorism 
and Cybercrime 

If you want to look into the future, you need to look into the past. Predictive policing requires crime data 

from the past in order to make statements about future crimes. One problem with police data is that it is 

often incomplete and unstructured or of poor quality. In addition, information is kept in different data-

bases and cannot be brought together due to technical or data protection hurdles. Cooperation between 

authorities on both national and international level is also often inefficient. 

Ultimately, however, the decisive factor is which criminal phenomena are defined as organised crime or 

terrorism. There are very different perceptions of this among the police and judiciary, but also in society 

and politics. Security authorities are part of the political system and the political system has a defining 

power; thus organised crime and terrorism are also defined as such. This attribution process depends on 

political opportunities, the influence of economic elites and the position of the perpetrators in the social 

system. The “crimes of the powerful”[1] is often not reflected in data, because although it is threatened 

with punishment, it is not prosecuted. As one police officer said in a personal conversation with the au-

thor: "You don't have to analyse the cases we investigate. You must analyse the cases we are not allowed 

to investigate!" 

So before dealing with the topic of "predictive policing", it makes sense to take a closer look at the terms 

"organised crime", "terrorism" and "cybercrime". 

2.1 Organised Crime 
In the media, the terms mafia, organised crime, international crime syndicates, racketeering or mob are 

dealt with in a very undifferentiated way. This is usually associated with criminal groups that are tightly 

organised and have a high level of criminal energy. The Mafia is usually cited as a classic example of or-

ganised crime. This also explains why ethnically homogeneous criminal groups are like to be called the 

"Red Mafia" (organizend crime in Russia; „thieves in the law“) or the "Yellow Mafia" („yakuza“, „triads“) 

and, in the case of serious crimes, the perpetrator groups are referred to as the "Environmental or Beef 

Mafia".2 

"This may be because there has been a lot of talk about the mafia for a very long time and that it is a term, 

just as in advertising there are terms that stand for one thing, although there are many others from the 

brand, Maggi, Tempo handkerchiefs [.... ] Tempo stands for paper handkerchiefs (...) and I could imagine 

that Mafia is also such a term, and when you say Mafia, then everyone knows that this is something quite 

dangerous, and with a lot of brutality, and very suspicious, very conspiratorial." 

(Excerpt from a qualitative interview conducted by the author with an official of a department responsible 

for combating organised crime as part of a study on organised crime between 1999 and 2002) 

The confrontation with organised crime is exciting and laborious at the same time. It is difficult because 

there are many hurdles to overcome. First problems already arise with the definition of terms. Klaus von 

 

2 This section was published in advance [2]. 
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Lampe states that there is a lack of generally accepted criteria and yardsticks "by which the question of 

the nature or basic character of organised crime could be answered"[3]. One can only say "what is asso-

ciated with it, and one can try to bring halfway order into the confusion"[4]. Hobbs states that organised 

crime is a constantly changing palette of a complex phenomenon and refers to Kelly [5], who emphasizes 

that the search for an exact definition is neither possible nor desirable. In this context von Lampe empha-

sizes that "no matter what one understands by organised crime, one is always dealing with networks of 

criminally useful contacts".[3] 

Previous research in this field has shown that organised crime groups in Germany are in most cases not 

"organisations" but criminal networks. Nevertheless, there are groups, especially in the international 

arena, for whom the label "criminal organisation" seems quite appropriate. Criminal networks differ from 

criminal organisations in that 

"a network [...] is a network of similar bipolar relationships between two or more persons. In contrast, an 

organisation is characterised by a minimum of integration, i.e. the participants subordinate themselves to 

a collective will, there is a collective consciousness and a more or less differentiated structure, which is 

described by terms such as 'division of labour' and 'hierarchy': In short: a network consists of the sum of 

its parts, an organization is more than that".[3].  

Criminal organisations can fulfil several functions: on the one hand economic (profit making), on the other 

hand social (feeling of togetherness, granting of status in the criminal milieu etc.) and quasi-state func-

tions (e.g. conflict resolution, granting of protection).  

Similar to society as a whole, the criminal world is also hierarchically structured. The position in this hier-

archy is measured not only by the social and economic, but also by the cultural and symbolic capital of 

the respective actors.3 In this respect, the upper world is a reflection of the lower world. While some may 

be protected by political reputation, others have language barriers and cultural peculiarities that compli-

cate police investigations. In this respect, Kinzig [7] is right when he advises to speak about "crime that is 

difficult to ascertain" instead of "organised crime". It is also difficult to identify because in many cases it 

is a question of victimless crimes or because countless members of society and institutions benefit from 

the activities of organised crime or its media and political construction[2].  

The integration of a criminal organisation into society and its culture is an important factor. This makes it 

much easier for local criminals from the middle and upper classes to win over social elites for their illegal 

activities than it is possible for minorities. Their radius of action is limited from the outset due to cultural 

and social barriers. "High-quality" corruption therefore plays no or only a subordinate role in most OC 

procedures, since "the degree of danger to society increases with the degree of social integration"[3] (see 

also Arlacchi [8], who in this context speaks of "double integration"). 

 

3 According to Bourdieu [6]. 



D1.2 Predictive Policing – Psycho-sociological Models 

H2020-SU-FCT03-2018-833115 PREVISION Project  Page 14 of 85 

Organised crime is not a parallel society, the upper and lower worlds are closely intertwined. Criminal 

networks involve "respectable" businessmen, politicians and lawyers as well as people who appear pri-

marily through illegal activities. The last link in the chain are the customers, millions of people, who use 

goods and services of organised crime. The popular term "parallel society" only distracts from the fact 

that many people ultimately benefit from the activities of organised crime (prostitution, cigarette smug-

gling, product piracy, etc.). 

"In the field of organized crime, there are no personalized victims at all. The drug smuggling across the 

border. Who is affected in person. Who could press charges? No one. The arms trade, the illegal smuggling. 

There are no personified injured parties. No one could come and say 'something bad happened to me'. In 

subsidy fraud, in a lot of other things. It is the anonymity of the community that is affected. But that will 

be caught." 

(Excerpt from a qualitative interview conducted by the author with an official of a department responsible 

for combating organised crime; translated by the author from German) 

What has been said implies that organised crime cannot be interested in the abolition of prohibitions, 

because regulations are the way to create the enormous profit margins that organised crime generates in 

its business fields [9]. An existential threat to the state and society consists above all in the fact that the 

boundaries between the upper and lower worlds are becoming increasingly blurred, but not in the open 

confrontation between the state and organised crime, from which organised crime has always emerged 

as a loser in the past (the fate of Pablo Escobar impressively proves this). Organised crime is always most 

dangerous when you hear little about it.  

In summary, none of the common definitions of organised crime can be convincing. Illegal markets are 

characterised by a variety of different forms of organisation, which Besozzi describes as follows. While 

mafia-like groups can still rely on subcultural legitimacy today, he understands connections and networks 

to mean more or less fixed, more or less permanent groups between offenders who act in a project-ori-

ented manner in regionally limited milieus. The gangs must be distinguished from this, in which the focus 

is less on criminal acts and more on social ties, while the division of labour is a priority for teams, mobs 

and crews. Scenes are places "where like-minded people meet undercover or openly".[10] In turn, (legal 

and illegal) companies distinguish themselves from this. Illegal companies are primarily oriented towards 

criminal activities (which does not exclude the possibility that they also conduct legal business), while 

legal companies "use only partly illegal means (corruption in the award of contracts, circumvention of 

economic regulations, smuggling, etc.) to achieve their objectives, finance illegal business or contribute 

to the laundering of illegally acquired profits".[10] 

In order to be able to forecast, data is needed. However, police data reflects less the criminal reality - it is 

more a reflection of the police construction of crime. In the area of organised crime, the dominance of 

blue-collar crime is striking, while white collar crime is still clearly underrepresented. Furthermore, the 

influence that social changes can have on criminal structures is often underestimated. As diverse the 

structures and business areas of organised crime are, so stereotypical is our thinking about the role of 

women in this type of crime. For many investigators, organised crime is still a purely male domain. How-

ever, there are many indications that a paradigm shift is also taking place within the structure of criminal 
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organisations. Female members of mafia families seem to limit themselves less and less to the role of wife 

and mother, but rather to discover the law of action for themselves.[11][12] Raith attributes this, among 

other things, to the growing repressive pressure by the security authorities, which has pushed more and 

more mafiosi into the underground. The times of "locking away" had also become considerably longer, 

with the result that the "family" bosses had rethought the traditional strategies. There are indications, for 

example, that during the "absence" of their husbands, wives take over the business in a "fiduciary" man-

ner, quasi taking over management tasks. Kreisky notes that, unlike Cosa Nostra, the structures of the 

mafiosos organisations of Camorra and `Ndrangheta are more open to women. Since the latter two or-

ganisations are organised less hierarchically and the position of the individual within the organisation de-

pends to a large extent on the individual's assertiveness or charisma, women could advance far up the 

hierarchy. This also has to do with the social position of women in Neapolitan society: "In this region of 

Italy, women assume numerous positions of power in the public sphere and do not remain limited to the 

radius of action of the domestic sphere".[13] 

These examples illustrate that women in organised crime can not only be reduced to the victim role or 

the passive role of mother and wife, but that their field of activity within criminal organisations also goes 

beyond the typical manual labour. This is how Max Mermelstein [14], former drug dealer and chief witness 

of the US authorities, describes the story of Griselda Blanco de Trujillo in his book The Man with the Snow, 

an extremely violent woman who was called the "Ma Barker" of Medellin's cocaine trade and who was 

decisively responsible for the cocaine wars in Miami at the end of the seventies. In their study of large-

scale dealers and smugglers in California, Adler and Adler [15] also found evidence that women were also 

involved in cocaine trafficking at higher levels. However, while the actors at this stage of drug distribution 

were predominantly white middle class members who had "previously hardly been involved in criminal 

activities"[15], the crack dealers in East Harlem, who Bourgeois [16] observed in his field studies, belonged 

predominantly to the black underclass. Here a "gender dynamic" comes into play to the extent that the 

"culture of the street" forbids men to "publicly subordinate themselves to the opposite sex" [16]. 

At this point, the role of the mother in mafia-like structures will be discussed once again. It is often for-

gotten that it is the mothers who pass on the mafia ethics to their children in the course of the socialisation 

process.[13] In this context the question arises how high is the probability that children who grow up in 

criminal subcultures have a chance to not become criminals? The sociologist Richard Berk has developed 

a computer program that calculates, even before a child is born, how high its probability is that it will later 

become a criminal - the database is based on various risk factors, including the legal behaviour of the 

social environment in the past. But what is the benefit of such "knowledge"? Can people be locked up just 

because an algorithm says that there is a high probability that they will commit a crime at some point in 

the future?[17] 

In summary, it can be said that organised crime is such a complex phenomenon that no definition has 

been able to establish itself either in science or in police practice. In addition, society in general and or-

ganised crime in particular are subject to constant change. This is especially important with a view to 

medium- and long-term forecasts – and must always be kept in mind. 
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2.2 Extremism/Terrorism 
Terror as a tactical tool is ideologically neutral and its nature therefore can be secular and religious, ethnic 

and national. Terror can originate from criminal and political groups, both individual and collective. Terror 

with a purely criminal background can be used, for example, to protect illegal markets or to extort pro-

tection money.[18] Already the saying "One freedom fighter is another terrorist" refers to the difficulty of 

a uniform definition. There have been countless examples in the past of how people who were a thorn in 

the side of the powerful were arbitrarily called terrorists to silence them politically. This indicates the 

theoretical link to the labelling approach. 

"Terror is not the same as terror. We can't generalize it. There are many different forms of terror. It has 

many different causes and strategies, and just as diverse are the methods of combating terrorism and the 

qualifications of the people who carry them out." 

(Ephraim Halevy, Head of the Israeli Secret Service MOSSAD 1998-2001; translated by the author from 

German [19]) 

The quote from Ephraim Halevy makes it clear that it might be difficult to ever formulate a generally 

accepted definition that encompasses all facets. 

Yuval Noah Harari sums up the problem of modern counterterrorism: Whoever uses the method of the 

terrorist is usually the "weaker part" [20]. The devastating effects of terrorist attacks often do not consist 

in the act of terrorism as such, but in the reactions of those affected.  

"If the angry enemy uses its massive power against them, it will create a much more violent military and 

political storm than the terrorists themselves ever could. During every storm many unforeseen things hap-

pen. Mistakes are made, atrocities are committed, public opinion fluctuates, neutrals change their atti-

tudes, and the balance of power shifts [...] In these ruins the Islamists now thrive magnificently. And there 

is no shortage of easily irritable bulls in this world." [20] 

First of all, "terror" is a method and means the spreading of fear and terror by means of physical and 

psychological violence. Terrorism is not primarily about material damage, not even about the number of 

victims. It's about symbolic power and arbitrariness. Anyone can be affected at any time. It is about luring 

the opponent into the trap, forcing him to overreact so that he throws his own principles overboard and 

becomes morally vulnerable. 

"The first mistake of the attack on Afghanistan was still excusable. The second mistake, the Iraq war, was 

inexcusable. And the third mistake, leaving the legal framework, is perhaps understandable, but fatal. This 

war - the term is actually wrong - this fight between the western world and the jihadists is not a war 

between the good and the bad. It is a war between different values and cultures. If the Western countries 

act in such a way in this war that they disregard their own values, their culture, then they make themselves 

extremely vulnerable. Because the opponents could very quickly use this against them and say: 'You don't 

believe in your values yourself'. “ 

(Pierre Brochand, Director General of the French Secret Services DGSE 2002-2008; translated by the author 

from German) [19]  
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In state terror, political regimes resort to the method of "terror" in order to support their generally total-

itarian system (Nazi dictatorship). In these cases, the state apparatus can practice terror itself or tolerate 

it.[21] Hess describes the former as repressive terrorism of state apparatuses, the latter as repressive ter-

rorism of para-state and non-state groups. This example shows that terror can have not only a destabilis-

ing, but - in a negative sense - also a stabilising function. Governments can also wage proxy wars by fi-

nancing terrorist groups. 

The method of state terror is not only used by autocracies and dictatorships, but occasionally also by 

democracies. Famous examples are the Black Sites of the USA, the Guantanamo prison camp or the tor-

ture scandal in Abu Graib. Democratic states have not only the right, but also the duty to protect their 

citizens against terrorist attacks; but exclusively with the means of the rule of law and on the basis of 

humanistic and democratic values.  

Unlike state terror, revolting terrorism [21] by non-state groups and organisations attacks an existing sys-

tem in order to change social conditions or to overthrow the system. But the more established a social 

order is, the more difficult it will be for terrorists to find acceptance for their demands among the general 

public. Only when a social order is regarded by many citizens as not legitimate, systems can start to falter. 

Revolting terrorism also calls into question the claim to power of political and economic elites. 

If "terror" is a method, then extremism is an attitude. Political extremism is characterised by "lack of plu-

rality", "ideological dogmatism", "friend-enemy stereotypes" and "mission consciousness". But what is 

the difference between extremists and terrorists? Terrorism expert Hoffman [22] cites the "violence" fac-

tor as an outstanding differentiation criterion: the acceptance of radical positions alone, even member-

ship in forbidden political organisations, is not enough to describe an individual as a terrorist. Only when 

it uses violence to assert its political convictions it can be regarded as a terrorist. In this context, it should 

be critically noted that not every person who politically exaggerates their acts of violence necessarily has 

to be a terrorist. An extremist could be described as someone who carries his radical political convictions 

(sometimes violent) to the outside world, but who still acts visibly in contrast to the terrorist. An "auton-

omous" may wear a balaclava during a street battle with police officers, but in the end, he moves in the 

upper world. The terrorist, on the other hand, "disappears from the scene" and dives into the underworld; 

terrorists do not tend to present themselves to the security authorities at demonstrations. 

In addition, there are individuals and groups who, although they hold radical positions, do not use illegal 

means to spread their political messages. They avoid open calls for violence and do not commit acts of 

violence themselves. They try to win new followers for their ideas and goals through missionary work.  

Global terrorism is increasingly replacing national and international terrorism. This is not least a develop-

ment in the course of globalisation, in which the nation states are increasingly losing political influence 

and social conflicts are being communicated worldwide. For the security authorities this means a rethink. 

In the context of national terrorism, both the perpetrators and the victims are nationals of the same state, 

so the conflict is conducted domestically. Forms of international terrorism must be distinguished from 

this. In the case of international terrorism, attacks are carried out outside the reference country and thus 
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the damage suffered by foreign citizens is deliberately accepted. "The aim is to attract the attention of 

the world public and to put particular concerns on the international agenda" [23]. 

Global terrorism does not focus on a single sovereign state, but on a specific cultural value system. This 

circumstance has made it considerably more difficult for the respective national security authorities to 

combat terrorism. The perpetrators are both indigenous people and people with a migration background, 

"home-grown-terrorists" as well as "flown-in-terrorists". Citizens of the affected nations can become vic-

tims of terrorist attacks not only at home, but also many thousands of kilometres away at their holiday 

resort. The number of (potential) perpetrators has thus increased many times over, as has the number of 

possible targets.  

The "world is a village", and in this "village" terrorists can operate largely unhindered thanks to state-of-

the-art communication technology, worldwide migration flows and the liberalisation of border traffic. The 

groups are usually small and only loosely networked with other cells. This new type of terrorist is as 

ephemeral as modernity itself. 

Global terrorism not only operates worldwide, it also recruits across national borders. It finds its followers 

both in the ghettos of Cairo and in the ethnically segregated districts of major German cities. Ethnicity, 

skin colour, language and social class are not obstacles, the connecting element is hatred of the common 

enemy. Chats and social media accelerate this development enormously. In the modern world, physical 

contact with comrades-in-arms is obsolete. Radicalisation processes, indoctrination and the accompani-

ment in the phase of preparation of a terrorist act are nowadays in many cases carried out via the World 

Wide Web. This makes it so difficult for the security authorities to find the needle in the haystack in the 

flood of communication. 

 

Figure 1: Victims of terrorist attacks in Western Europe [24] 
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Figure 2: Terrorist attacks in Western Europe per Year [25] 

Here some basic aspects of the terrorist threat will be addressed. As it can be seen in Figure 1 and Figure 

2, the number of terrorist attacks in Europe and the European Union is "manageable" - also in terms of 

the number of fatalities. This means that even if each victim is too much, the number of terrorist attacks 

and victims of terrorist attacks is rather small, and yet there is a great subjective fear of terrorist attacks 

in society. By far the largest proportion of terrorist attacks perpetrated worldwide concern emerging mar-

kets or developing countries such as Iraq, Afghanistan or Syria. There are (civil) war-like conditions there, 

caused to a not inconsiderable extent by the military actions of recent years. One can certainly argue that 

the current strategy in the fight against international terrorism has not defused the problem, but on the 

contrary has aggravated it. Because terrorism is a form of asymmetrical warfare; terrorism cannot and 

must not be fought with military means, because ultimately the military always emerges as the loser from 

such a conflict. In addition, phrases such as "the war on terror" enhance terrorist groups because such 

language usage suggests that one is dealing with equal enemies. 

"War means increasing the political importance of the organizations that threaten us. How do they treat 

like a serious opponent, something they're not really." 

(Sir Richard Dearfore, Head of British Intelligence MI6 1999-2004; translated by the author from Ger-

man)[19] 

In Europe, terrorist attacks are rare events, and therefore not predictable due to their low base rate. It 

seems much more sensible to develop a set of instruments to retrospectively analyse security policy mis-

conduct and its consequences, to be able to make predictive statements about the terrorist threat in the 

future and to not repeat strategic mistakes of the past. 

The probability of becoming a victim of a terrorist attack is minimal. The already low probability has fur-

ther decreased in recent years as the number of terrorist attacks has decreased. The power of terror lies 

in the art of "triggering availability cascades". Horrible images of terrorist attacks are omnipresent, media 
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coverage distorts our perception of this phenomenon and thus prevents a rational handling of the sub-

ject.[26] 

With a view to international and global terrorism, the question arises of the agreement of measures to 

protect internal and external security [2]. By "state-induced security threats and risks" Zangl and Zürn 

understand interstate wars and state terror, while terrorist acts and crimes fall under "social (non-state) 

sources of insecurity" [27]. Zangl and Zürn define security as "the desired state of continuation of the 

physical existence and integrity of a social actor" and distinguish six types of insecurity in the following: 

"On the one hand, there are threats by which we want to describe the uncertainties deliberately caused 

by identifiable social actors (...) On the other hand, dangers exist independently of decisions by social ac-

tors (...) Finally, risks should be mentioned which are characterised by the fact that, although they are the 

result of decisions taken by social actors - i.e. they are not naturally present as dangers, but are socially 

caused - these decisions - in contrast to the threat - were not taken with the aim of damage (...) Both 

threats and dangers and risks can affect the physical existence of social actors both insidiously and ab-

ruptly") [27]. 

The original task of the state is to fulfil its security function in such a way that it guarantees external and 

internal security, which primarily refers to the reduction of socially caused insecurities. Zangl and Zürn 

give concrete form to the security functions of the state as follows [27] (also see Table 1): 

1. the defensive function, 

2. the rule of law function, 

3. the function of domination and 

4. the protective function. 

With regard to terrorism, the protective function is particularly relevant, i.e. "the protection of individuals 

against the risk of harm from the actions of other social actors"[27]. The individual nation state is no longer 

in a position to deal adequately with the dangers that global terrorism poses to its citizens. This requires 

coalitions that make compromises unavoidable. As the example of Afghanistan shows, the various security 

functions can then compete with each other. Measures taken by the state to ensure its external security 

(fight against terrorism - defence function) can at the same time jeopardise internal security (toleration 

of drug trafficking and thus promotion of organised or drug-related crime).  
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Table 1: The security functions of the state [27] 

 State is affected  Society is affected 

Threats and risks emanate from 
the state 

Interstate war 

(defensive function) 
State terror; disrespect human rights 

(rule of law function) 

Threats and risks come from soci-
ety 

Terrorism; Civil War 

(ruling function) 
(Violent) Crime, environmental destruc-

tion 

(protective function) 

 

 

 

The fight against terrorism inevitably leads to conflicts of interest between the protective function and 

the rule of law. For example, with the adoption of the Counter-Terrorism Act in 2002, the competences 

of the Office for the Protection of the Constitution and the Federal Intelligence Service were considerably 

extended [28]. The aforementioned institutions now have "the authority to obtain information from 

banks, postal service providers, aviation and telecommunications companies on sensitive personal data 

(e.g. account movements, travel routes, etc.)"[28]. According to Kutscha, this has given the secret services 

an almost "police-like investigative competence", which is diametrically opposed to the original intention 

of the separation order. The extension of police powers to operate by "intelligence means" would also 

lead to a situation in which the separation requirement would dwindle to a "purely organisational shell" 

[28].  

Pelzer and Scheerer [29] comment on the rule of law of prognostic instruments4 in the field of terrorism 

to the effect that far-reaching interventions in the fundamental rights of the individual should only be 

carried out on the basis of very specific prognoses and that a case-by-case examination should be carried 

out relatively early on. In the area of terrorism, the fundamental issue was the balancing of the require-

ment to do justice to a person as a legal subject and successful danger prevention and prosecution. 

2.3 Cyber Crime 
The use of the Internet has become an integral part of the everyday lives of millions of people. The diverse 

offer on the Internet, with which the user is able to satisfy different needs [30], can be used almost always 

and everywhere via mobile devices. This development is also of great relevance from a criminological 

point of view. The Internet offers a suitable platform for carrying out various criminal activities.[31] 

 

4 The term “rule of law of prognostic instruments” refers to the requirement to bring prognostic instruments into 
line with the regulatory framework of a state.  
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According to the definition of the German Federal Criminal Police Office, the term "cybercrime" refers to 

offences "committed against the Internet, data networks, information technology systems or their data 

[...] or by means of this information technology" [32].  

Cybercrime can be realized in different ways. According to the German Federal Criminal Police Office, 

currently, the common forms of cybercrime are those that include computer systems infected and ma-

nipulated with malware for the purpose of tapping personal data, extortion of "ransom" or remote control 

and use for further criminal activities [32]. Other manifestations include sex and violence (e.g. child por-

nography, bomb-making instructions, decapitation scenes, etc.), fraud and scamming [31]. 

The relevance of this phenomenon is also made clear by the German Federal Criminal Police Office on the 

basis of the results of a study by the digital association BITKOM. Accordingly, every second German Inter-

net user has already become a victim of cybercrime in the period of the year preceding the investiga-

tion.[32]  

The spread of digital information and communication networks not only opens up new illegal markets for 

organised crime, but technological innovations also enable criminal groups to better coordinate and seal 

off their illegal activities. Through the accumulation of large amounts of capital, criminal groups are often 

able to make use of technological innovations, which is not possible for the police in this way. Also, thanks 

to modern information and communication technologies, people can now participate in criminal activities 

for whom the risk of detection was previously too great. In this context, the illegal export of capital should 

be mentioned. Many citizens now take advantage of the opportunity to transfer untaxed money abroad. 

Very few of them are likely to have a sense of injustice, not to mention the fact that they hardly consider 

themselves part of criminal networks. 

In addition, technological developments have led to the de-personalisation of the criminal act, which has 

advanced new strategies for legitimising criminal behaviour and guilt is no longer felt. Virtual markets 

open up the possibility for citizens to use criminal services anonymously and without risk. Furthermore, 

legal regulations are often missing. As a result, lawless areas are created with all the problems that this 

entails. 
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3. Prediction/ Forecasting Methods 
The term prognosis comes from the Greek and means prediction. The term "forecast" refers to future 

developments or events. Compared to irrational predictions, forecasts can be rationally justified and ver-

ified. A basic distinction is made between growth forecasts that predict the "value of a time series at a 

future point in time" [33] and forecasts that involve a qualitative change or development.  

Table 2: Explanation and Prognosis [34]  

 
law boundary condition Explanandum 

explanation sought sought given 

prognosis given given sought 

 

 

 

The difference between an explanation and a prognosis is that in an explanation the event (the Explanan-

dum) has already occurred (see Table 2). The scientist's task is to find out the laws and framework condi-

tions that led to the Explanandum. With a forecast it is different: the laws and the boundary conditions 

are known and on the basis of this knowledge the forecast is made. 

Forecasts can relate to different time periods. Hess distinguishes between short-term forecasts, medium-

term orientations and long-term prophecies, short-term forecasts and medium-term orientations make 

use, according to Hess, of an "if-then hypothesis", whereby the precision of the forecast inevitably de-

creases with the length of the forecast time frame. Hess criticises long-term prophecies as "historicism" 

in reference to Popper and denies their scientific nature.[21]  

It should be noted in this context that, in contrast to scientific systems, social systems are generally char-

acterised by a much lower degree of stability. In addition, both the forecaster and the forecast object can 

consciously or unconsciously influence the (non-)arrival of a forecast. This is particularly relevant in the 

area of crime. If a hazard is predicted, the safety authorities react preventively so that the prognosis is not 

true (self-destroying prophecy). In the opposite case, efforts can be made to design the forecast in the 

sense of the forecaster (self-fulfilling prophecy).  

Pelzer and Scherer point to further problems [29]: Social science prognoses, carried out for the security 

authorities, served to combat and prevent crime, which, however, limits the research scope of the scien-

tist. This should first and foremost "contribute to the containment or elimination of the corresponding 

risks, disruptions and threats […] to perform". Only in second place is its interest in knowledge, although 
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- strictly speaking - the quality of the prognosis ultimately depends on the robustness of the legal state-

ments, which ultimately requires well-founded research. 

Furthermore, personnel and material resources could be acquired by the security authorities with dra-

matic forecasts. Thus, it could not be ruled out that interested parties might influence the preparation of 

the forecast. On the other hand, an oversubscription of the danger has the advantage for the forecaster 

that the sanctions in the event of non-impact would probably not be as negative as if he had erroneously 

underestimated the danger.  

"Firstly, one can always claim that the result was prevented precisely because of the warning, but that the 

prognosis was basically correct, but fortunately had an al self-destroying-prophecy effect through its pre-

warning effect, and secondly, too much politically desired dramatization and stigmatization is sanctioned 

less than too little. Therefore, error predictions in the form of 'Doomsday' predictions are more frequent 

than error predictions of a trivializing kind” [29]. 

Forecasting is a method that is also becoming increasingly important in the social sciences. The reasons 

for this are the ever-increasing amount of information available, the rapidly developing technical possibil-

ities for processing large amounts of data (BIG DATA), but also the increasingly complex social relation-

ships.  

3.1 Criminal Prognosis 
According to Schwind, the term "crime prognosis" means "(well-founded) probability statements about 

the (total) future development of crime (or about the development of individual forms of crime) in the 

total population (or in parts of the population)" [31]. This is how particularly Schwind defines a collective 

prognosis. In contrast to this is the individual prognosis, which aims at predicting the future delinquency 

of a single person. With the help of crime forecasts, it will be possible to counteract the future develop-

ment of crime at an early stage, as measures can be planned in good time.[31] 

Three different methodological approaches to criminal prognoses can be distinguished: the intuitive prog-

nosis, the statistical-nomothetical prognosis and the clinical-idiographic prognosis. The three forecast 

types are presented below. 

3.2 Intuitive Method 
The intuitive method is about the emotional assessment of an individual. Personal and professional expe-

rience play a role here. The term "feeling" is often used in this context. We usually associate "feeling" with 

"intuition", i.e. something that is difficult to grasp objectively (the so-called "gut feeling").  

The intuitive method is closely linked to the expert system. If we dare to look into the future, we like to 

rely on the knowledge of experts. For many people it is inconceivable that a machine or algorithm can 

deliver higher quality analyses and forecasts than experienced people who have been dealing with a phe-

nomenon area for years. Nevertheless, numerous studies prove the superiority of the algorithms. The 

psychologist and Nobel Prize winner Daniel Kahneman comments as follows: 

"The number of studies comparing clinical and statistical predictions has increased to about 200, but the 
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state of competition between algorithms and humans has not changed. In about 60 percent of the studies, 

the algorithms proved to be much more accurate. The other comparisons resulted in a draw, but a draw is 

tantamount to a victory for the statistical rules, which are generally much less expensive than expert judg-

ment. No exception has been credibly documented."[26] 

The reluctance to make decisions about algorithms has to do not least with the fact that we give too much 

weight to the statements of experts. In this context, Kahneman refers to a study by his colleague Tetlok 

that exposes the "competence illusion" of experts:  

"Tetlok interviewed 284 people who earn their living as 'commentators or advisors on political and eco-

nomic trends. He asked them to assess the probabilities that certain events would occur in the not too 

distant future, both in regions of the world they had specialized in and in regions they knew less about. 

Would Gorbachev be overthrown by a coup? Would the United States go to war in the Persian Gulf? Which 

country would become the next big emerging market? In total, Tetlock collected over 80,000 predictions. 

He also asked the experts how they arrived at their conclusions, how they reacted when refuted, and how 

they assessed information that did not substantiate their position. Respondents should in any case assess 

the probabilities of three alternative events: the persistence of the status quo, more of a thing like political 

freedom or economic growth, or less of it. 

The results were devastating. The experts showed a worse performance than if they had simply rated all 

three results with the same probability. In other words, people who spend their time - and make a living - 

thoroughly studying a particular subject make worse predictions than dart throwing monkeys who would 

have distributed their "decisions" evenly across all options. Even in the field they knew best, experts were 

no better than non-experts." [26] 

The above refers to the problems of forecasting processes in which experts play a major role (e.g. scenario 

technique), as they often misjudge the development of factors. To make matters worse, "those with the 

most knowledge […] are often less reliable". This is because someone who acquires more knowledge de-

velops an increased illusion of his abilities and overestimates them in an unrealistic way [26]. 

3.3 The Statistical-Nomothetical Prognosis 
The statistical-nomothetical prognosis is a rule-guided procedure for the compilation of individual criminal 

prognoses using predefined algorithms. The basic objective of this method is the identification and sys-

tematic compilation of personal and factual characteristics that are empirically significantly related to re-

cidivism [35]. 

With the statistical-nomothetical prognosis, a deductive conclusion is drawn from empirically proven av-

erage correlations, which are determined within the framework of large-scale relapse studies, to the in-

dividual case [36]. Various forecasting instruments are used, such as forecast tables, in which individual 

characteristics are taken into account unweighted, or structural forecast tables, which also include inter-

relationships between the individual characteristics. Using algorithms or the summation of risk and pro-

tection factors the risk analysis is carried out [37] in which the adjustment to the individual case is carried 

out exclusively by allocation to a standardized risk group [37][35]. 
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The statistical-nomothetical prognosis includes relapse predictors whose predictive quality is empirically 

proven, which is why an objective assessment of the case is possible with this type of prognosis method 

[37]. However, since they are based on group statistical average experiences, individual and case-specific 

peculiarities cannot be taken into account [38].  

3.4 The Clinical Idiographic Prognosis 
The clinical-idiographic prognosis strategy is geared to the individual case and serves to assess the indi-

vidual personality of the perpetrator and to clarify the content of individual contexts [38]. This is based 

on rules and standards, although the exact procedure does not follow precisely defined rules but can 

always be adapted to the individual case [37].  

In the first step of the clinical idiographic prognosis, the relevant condition factors of the delinquency of 

an individual as well as their backgrounds and framework conditions are identified, from which an indi-

vidual theory of action (previous delinquency of the considered individual) can be derived [37] [35]. The 

second step is to examine the changes in these factors since the last act in order to identify any personality 

changes or therapeutic effects. This step is of particular importance if the person under consideration has 

spent the time after the last offence in prison, since the question then arises as to the therapeutic respon-

siveness of the risk potentials of this person. Personal factors that are stable over time are particularly 

relevant here, since they determine a person's individual risk potential [35]. At the analyst's discretion, 

the factors are weighted and integrated into the forecast, which is to be understood as an estimate of the 

future risk potential for relapses of the individual under consideration.[37] 

3.5 Methodology of Criminal Forecasting 
Crime prognoses are to be implemented with different methodical procedures. These include, for exam-

ple, the simple extension of time series into the future or qualified approaches that can be used to make 

statements on the future development of crime, taking into account demographic developments and so-

cial influencing factors that may favour criminal development [31]. In addition, expert surveys, such as the 

Delphi method and the scenario approach, should also be mentioned [31]. Within the framework of the 

Delphi method, experts independently give their opinions on various issues [39]. Instead of considering 

individual expert opinions on future developments in isolation, the Delphi method will be used to achieve 

more accurate forecasts via structured group processes [40]. In concrete terms, the first step is to conduct 

an expert survey, for example on the probability of an event occurring. In a second step, the responses 

are aggregated and returned to the respondents, giving them the opportunity to revise their responses 

based on the feedback received. This iterative process is continued to a defined endpoint, which may refer 

to the number of iterations, a consensus reached or a confirmed dissent, for example [40]. The basic idea 

of the scenario approach is to develop a scenario that is to be understood as a picture of the future, taking 

into account quantitative and qualitative influencing factors. The aim is to record and illustrate all possible 

courses of action, alternatives and their probable consequences [41]. As a rule, three scenario types are 

developed. These include an exploratory scenario in which current developments are also assumed for 

the future and two contrast scenarios corresponding to the best case and worst case.[41] 

At this point, the creation of trend models will be discussed in more detail. With the help of a time series 

analysis as a form of regression analysis, one of the aims is to predict the future values of a time series in 
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order to be able to make statements about future developments on the basis of this data. The continua-

tion of temporally collected data series, which can relate to a wide variety of application areas, enables 

forecasts to be made. In the context of time series analyses, data series are used which consist of inter-

dependent observation values, as these are obtained in chronological order [42].  

Time series analysis can also be a suitable method for forecasting crime. In this case, the data basis rep-

resents the offence quantity per day, per month, per quarter or per year over a certain period in a limited 

geographical area. On the basis of this data it will be possible to make predictions about future crime 

incidence and thus future crime development for this geographical area.  

At first glance, the prediction of terrorist attacks by means of time series analyses seems problematic, in 

particular due to the low data basis. In addition, the occurrence of terrorist attacks appears to follow 

neither trends nor seasonal fluctuations. For this reason, the quality of a time series analysis for predicting 

terrorism must be subjected to empirical verification.  
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4. Criminological Theories in the context of Predictive Policing 
Some basic sociological and psychological theories investigate in different ways causes and manifestations 

of crime or investigate themselves with the prevention, investigation and fight against crime. The refer-

ence sciences of criminology include law, sociology, pedagogy, ethnology, anthropology and economics. 

But geography also plays an increasingly important role in criminology, as shown by "predictive policing", 

which has gained importance in criminology in recent years. 

In the following chapters, the theories that play a prominent role in predictive policing will be examined 

in more detail. 

4.1 Rational Choice Theory 
Systematically acting perpetrators act according to a cost-benefit principle. They weigh up whether they 

can successfully carry out an act without having to fear criminal consequences for themselves. The Ra-

tional Choice Theory is thus quite capable of explaining certain forms of crime. In principle, the approach 

is based on the consideration that not only standard-compliant behaviour of a cost-benefit analysis, but 

also deviant and criminal actions are determined by cost-benefit considerations[43]. 

The problem is that, for example, criminal offences committed out of affect cannot be explained using the 

rational choice approach. Another criticism is that hardly any individual has all the relevant information 

at his or her disposal to carry out an objective cost-benefit analysis. In addition, it should be noted that 

framing effects can significantly influence perception and decision-making processes.[26] 

The advantages and disadvantages of action do not necessarily have to be of a material nature. The desire 

for social status within a criminal subculture, which can be achieved by committing crimes, can be a mo-

tivation for criminal behaviour. This applies to mafia groups as well as rockers and violent football fans.  

The social objective must therefore be to increase the cost of crime and minimise its usefulness in order 

to prevent it from being committed. Formal and informal sanctions serve this purpose, i.e. by punishing 

socially undesirable behaviour and rewarding socially desirable behaviour.  

What is the value of Rational Choice Theory for predictive policing? The aim is to identify the benefits and 

costs of specific criminal activities. By identifying characteristics which are conducive to an offence and 

thus recognising exemplary behaviour, it is not only possible to forecast future offence behaviour, but 

also to prevent it by means of appropriate police measures. Even an increase in the penalty level for gang 

burglary can induce perpetrators to relocate their operating room.  

4.2 Learning Theories 
Learning theories assume that deviant and criminal actions are learned through interactions. Lamnek ex-

plains that in the context of the learning process "not only the actual behaviour patterns are learned, but 

also the attitudes, motives and rationalisations which make this possible or produce it in the first place" 

[44]. 

In the sense of learning theory approaches, every member of a society or a group has the opportunity to 

orientate himself towards conforming or deviating behaviours, to identify with conforming or deviating 
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persons or to experience an intensification of conforming or deviating behaviours through reactions [44]. 

Individuals identify themselves in different ways with conform or deviant or criminal behaviour patterns 

and learn these through interaction with other members of society or groups. Deviating and criminal be-

haviour occurs when in situations the learned deviant behaviour patterns outweigh the conformal behav-

iour patterns [44] and individuals identify more strongly with the deviant behaviour patterns within a 

society or a group [44]. 

The theory of differential association according to Sutherland represents one of the most important ap-

proaches to learning theory [45]. Sutherland's central argument, according to Lamnek, is that "a person 

becomes delinquent when violations of the law outweigh favourable attitudes towards attitudes that neg-

atively evaluate violations of the law" [44]. Overall, Sutherland assumes that criminal behaviour is learned 

through interaction, especially in intimate groups, and thus cannot be inherited. The learning of tech-

niques for the execution of a crime takes place in the context of such a learning process in the same way 

as the internalization of motives and attitudes [44] [31]. In addition to contact with criminal milieus, the 

opportunity to carry out deviant and criminal acts also plays an important role, as does the intensity of 

the needs of the (potential) perpetrator and the lack of legal alternatives.[44]  [46]. 

With the help of the theory of differential amplification according to Burgess and Akers [47] the state-

ments of Sutherland were concretised. The authors argue that the frequency of certain behaviors is influ-

enced by amplifiers. A positive influence in this context is, for example, attributed to praise or money [44]. 

With regard to deviant or criminal behaviors, an uncovered execution or prey can act as a positive booster. 

4.3 Routine Activity Approach 
The Routine Activity Theory goes back to Cohen and Felson [48]. The intention of formulating this theory 

was, in particular, to explain how social change processes change the opportunities for criminal action 

and thus cause fluctuations in the crime rate. Thus, this concept, whose line of argument lies at the macro 

level, assumes that crime depends significantly on opportunities [49].  

Within the framework of Routine Activity Theory, Cohen and Felson examined the spatial and temporal 

conditions under which victims and perpetrators come into contact and thus a criminal act occurs, with 

special consideration of everyday routine activities. Routine activities in this context are, for example, 

employment and leisure activities. 

According to Cohen and Felson, the following central factors must be present for a criminal act to occur: 

1. A motivated perpetrator, 

2. a suitable victim or object of crime or opportunity, and 

3. the absence of a protector [48]. 

A motivated perpetrator is important for the occurrence of crime in the sense that, normally, he lacks 

legitimate alternatives to the criminal act, so that he decides to exercise it. The attractiveness of a poten-

tial victim or object of crime is also decisive for the occurrence of crime [50]. With regard to the victimi-

sation risk of objects, Felson and Clarke formulated four risks that increase it [51]: Value, Inertia, Visibility 
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and Access (VIVA). The value of a property determines its attractiveness for the potential perpetrator. 

Smaller and lighter objects (inertia) as well as clearly visible objects (visibility) are also more attractive. In 

this context, the possibility of access to the object ultimately plays a decisive role (access)[50] [52]. It can 

be assumed that potential perpetrators are often looking for opportunities in their immediate environ-

ment [49]. Siegel noted, for example, that criminals usually pursue crime opportunities on their everyday 

journeys, for example between work and home.  

The presence of a suitable protector in the form of persons or technical aids can prevent the occurrence 

of a criminal act. 

A motivated perpetrator, a suitable victim and the absence of a protector make the occurrence of crime 

likely, which also increases the risk of victimisation. If only one of these conditions is not met, the offence 

may not be committed.[50] 

The validity of this theory has already been proven by numerous studies. Cohen and Felson extended their 

theory to the effect that they identified, for example, women's increasing employment and the existence 

of single households as factors that had a positive effect on the rise in crime rates. This is because house-

holds are more often unattended for longer periods of the day [50].  

4.4 The Ecological Approach 
The relationship between space and delinquency has been the concern of criminologists for a very long 

time. The roots of criminal geography5 can thus be traced back to the 18th century. Even the Frenchman 

Guerry and the Belgian Quetelet dealt with the spatial distribution of crime in a descriptive way, but with-

out going into the causes of the unequal distribution of delinquency that they found. The French sociolo-

gist Emile Durkheim also used criminal-geographical analyses in his famous work "The Suicide" [53].  

The descriptive approach was also a feature of the early works of the Chicago School, whose subcultural 

studies had a decisive influence on American and international (criminological) sociology. Researchers 

such as Trasher [54] and Whyte [55] were mainly concerned with the question of how space favours so-

cially deviant behaviour. In terms of methodology, the researchers primarily used qualitative methods, 

including participatory observation and open ethnographic interviews. 

The zone model of Ernest W. Burgess, also a representative of the Chicago school, became famous.[56] 

[57] Burgess stated that cities spread out in a circle around their centre, with the social status of the 

citizens increasing with distance from the core. He described the two outer zones as community zone and 

 

5 There are numerous definitions in the literature concerning the term "criminal geography". Herold understands 

this to mean "the science of the relationships that exist between the specific structure of a space and the crime that 

occurs in it locally and temporally". For Schwind, criminal geography is the "branch of criminological-criminalistic 

research which records criminal behaviour in its spatial-temporal distribution and attempts to explain it by means 

of specific spatial-temporal patterns of distribution and linking of demographic, economic, social, psychological and 

cultural factors of influence, with the aim of (primarily) preventing crime"[31]. 
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residential zone. While the community zone is mainly inhabited by middle-class people, the residential 

zone is mainly inhabited by very well-off commuters. 

Hoyt, a Burgess student, modified the zone model and designed the so-called sector model [58]. On the 

basis of his studies of the rental structure in various metropolises in the USA, he came to the conclusion 

that cities are spreading along transport routes, with the higher-status population being the main driver 

of urban development. Furthermore, Hoyt explained that in rooms that are abandoned by higher status 

population groups, next lowest groups follow.  

The multicore model was developed by Harris and Ullman [59]. Unlike Burgess and Hoyt, whose models 

were still based on one urban centre, Harris and Ullman emphasised that with the size of the cities the 

number of centres and cores also increases. These included, for example, shopping centres, cultural cen-

tres and parks.  

Of the three classical models of urban development, the multi-core model is likely to come closest to the 

reality of life in modern (large) cities. Especially in the Ruhr area, where many - formerly independent - 

municipalities have been incorporated over the years, the multi-core model can better describe and ex-

plain the geographical distribution of crime than the zone and sector model. However, this does not mean 

that zone and sector models are obsolete per se. If cities grow organically (such as Chicago), one can very 

well assume that there is only one center, but this does not apply equally to the development of every 

city. 

Shaw and McKay founded the so-called ecological approach (area approach) on the foundations of the 

Chicago School of Sociology [60]. According to Lamnek,  

"After that, the ecological situation of a residential area (lack of infrastructure, slums, etc.) determines the 

personality and behaviour of a criminal. Other regions act as attractive forces for the commission of crimes 

(e.g. centres with department stores, gambling rooms, railway stations, etc.). Ecological hypotheses of 

deviating behaviour are aimed at the spatial distribution of this behaviour - they are therefore statements 

about areas, i.e. aggregates".[61]. 

Residential areas and city districts are therefore characterised by different crime rates. The reasons for 

this can be both social and economic. For example, social disorganisation due to a lack of formal control 

can encourage criminal behaviour. Affected social spaces then threaten to develop into so-called delin-

quency areas. These are often residential areas characterised by an unfavourable social structure (high 

unemployment, lack of leisure opportunities for young people, high proportion of migrants, etc.). In crim-

inology such spaces are also called "breeding areas". This term refers to the fact that an above-average 

number of people with a criminal background live there, i.e. the proportion of offender residences is high. 

The concentration of "multi-problem groups" makes their social integration more difficult and favours the 

development of criminal subcultures (gang-lands), whereby it must be noted in this context that it is less 

the architecture than the social structure that is the determining factor for deviant behaviour. For the 

representatives of the Chicago School, the focus was not so much on research as on fighting crime and 

improving people's lives. The "Chicago Area Project" was founded with the aim of preventing the causes 
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of crime. The "Chicago Area Project" documents the interest of the responsible scientists in linking crimi-

nological findings with concrete criminal policy measures. 

The Routine Activity Theory was further developed by Felson and Clarke [51] within the framework of the 

Crime Pattern approach and – as said before - deals with the question which spatial-ecological and tem-

poral characteristics influence the delict-rates [50][51]. Based on the central assumptions of Routine Ac-

tivity Theory, Crime Pattern Theory has identified factors that can be used to characterize crime patterns. 

These include nodes, paths and edges [50].  

Nodes are places between which individuals move, for example, public transport points and their imme-

diate surroundings, and, according to Felson and Clarke, an increased crime rate can be expected at these 

points. The link between the nodes and the daily paths of an individual provides information about the 

individual's risk of becoming a victim of a crime. For example, an increased risk of victimisation can be 

assumed on everyday routes between work and home, since individuals are targets for potential perpe-

trators on these everyday routes. This is a close link to the assumptions of the Routine Activity Theory. 

The risk of victimisation is particularly high in the edges between the place of residence and places of work 

and entertainment, as individuals are foreign in these areas and are very likely to meet strangers, and 

their areas of activity may therefore overlap with those of potential perpetrators.[50] 

Overall, it can be stated that in the light of Crime Pattern Theory it can be assumed that space and time 

influence the occurrence of crime and that the movement patterns of individuals play an important role 

in this context.  

The Crime Pattern Theory has contributed significantly to changes in urban planning. Thus, for example, 

the alignment of windows to the street side for a better overview of the living environment has its starting 

point among other things in the central statement of this theory [50]. 
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5. Overview of the State of Research on the Prediction of Crimi-
nal Behaviour 

Criminology not only has the task of explaining crime, it must also develop criminalistic methods and in-

struments to support security authorities in the analysis, investigation and prevention of crime. A distinc-

tion must be made here between predictive, investigative and preventive functions. Facial recognition, 

Journey to Crime or video surveillance are methods that primarily support security authorities in investi-

gating or clarifying criminal offences. While methods from the field of predictive policing should enable 

the security authorities to "get ahead of the situation". Looking at the use cases included in deliverable 

D1.1 “End-user Needs and Use Cases”, some of the desired solutions are more likely to be investigative 

tools. With this in mind, the next chapters will focus on facial recognition and video surveillance, because 

these methods primarily have an investigative support function. 

1. Investigation support technologies 

5.1.1. Face Recognition  

Video surveillance and face recognition are playing an increasingly important role in security and risk man-

agement as digitalisation progresses. Facial recognition can be used to "identify people who can be seen 

in photographs or videos by their faces. This identification is based on visible, individual anatomical fea-

tures in the area of the face or head" [62]. For the purposes of crime prevention or prosecution, for ex-

ample, surveillance footage of a perpetrator at a crime scene may be compared with images of possible 

suspects held by the police, for example as a result of identification procedures[62]. 

Since February 2019, for example, the Bavarian State Criminal Police Office has been using a specially 

developed, nationwide facial recognition system (GES) with the aim of identifying wanted persons by 

comparing them with images from identification service treatments and current search images. The image 

material for the searches carried out comes from various sources, including surveillance cameras, seized 

photographs of unknown persons, surveillance shots and the Internet in general and social networks in 

particular.[63] 

From a technical point of view, the recognition of persons by means of camera images is problematic, 

since the same face can produce very different images, which is mainly due to variances in the recording 

conditions. Possible differences depend mainly on the following factors: 

• "Position of the face in the picture 

• Distance from camera or magnification factor 

• head orientation 

• facial expression 

• background 

• Partial occlusion 
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• lighting 

• Camera type and setting"[64] 

Changes in these factors must be factored into the process of facial recognition and captured in order to 

make reliable statements about the identities of the faces of different images [64]. 

In addition to the identification of suspects and the identification of potential danger within crowds, image 

recognition algorithms are also used to detect criminal tendencies (physiognomics). The latter, for exam-

ple, is based on the assumption that criminals can be distinguished from non-criminals on the basis of 

external characteristics, i.e. genetic dispositions manifest themselves in the external appearance of a hu-

man being. This thesis is worth discussing and should be critically questioned. It essentially goes back to 

Lombroso's doctrine of the born offender, according to which offenders are recognizable by physical stig-

mata [31]. He assumed that the "physical, inherited stigmatisation in the investment factors [...] was caus-

ally responsible for the deviant, criminal behaviour" [44]. A number of other biological theories of crime 

have emerged from Lombroso's assumptions that crime is the result of individual behaviour determined 

by certain biological factors [44]. 

However, the thesis that facial recognition systems can read human characteristics, such as criminal 

tendencies, from external features in faces via artificial intelligence is controversial. Artificial intelligence 

generally searches for similarities in pictures, whereby certain characteristics in the face do not necessarily 

have to be decisive. For example, correct identification of offenders may be based on the system deducing 

commonalities from similar lighting, clothing or shooting angles, since images of offenders are usually 

taken by law enforcement agencies. 6 In this context, very general questions arise about the use of artifi-

cial intelligence. From a certain stage it is no longer comprehensible how the algorithm came to its result, 

which is not only legally and ethically questionable, but also the acceptance of a software solution with 

the security authorities can be damaging. 

5.1.2. Video Surveillance 

In Europe, video surveillance is used in public spaces as a "multifunctional tool for various forms of risk 

management"[66] in various areas. Video surveillance has a particularly important role to play in prevent-

ing crime and increasing the subjective sense of security of the population. The secondary objectives of 

video surveillance in this context are to use video surveillance to investigate criminal offences and prose-

cute criminals.  

However, the recent terrorist attack in London on 29th November 2019 calls into question the effective-

ness of video surveillance in preventing crime. Although London is regarded as the capital of video sur-

veillance in Europe and where an extensive network of surveillance cameras is in place, terrorist attacks 

have occurred in the past and continue to occur in the present. The attack on the Boston Marathon on 

15th April 2013 also shows that video surveillance of the public space is not necessarily suitable to prevent 

crimes or terrorist attacks in particular, but in the past, it has been proven to be more useful for the 

 

6 See also Wolfangel [65]. 
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investigation of a crime. Especially for terrorist attacks, the preventive purpose of video surveillance 

seems to have been missed. For terrorists who often pursue the goal of reaching a large public with the 

perpetration of attacks, the risk of being recognized by video cameras often plays a secondary role.  

A crime-reducing effect of video surveillance in public spaces is also questionable from a scientific point 

of view. According to Feltes and Ruch the question as to whether video surveillance of the public space is 

suitable for reducing or preventing crime through a deterrent effect cannot be answered with certainty, 

since studies available have found either no or only a conditional effect of video surveillance, particularly 

in relation to property offences [67]. 

The use of video surveillance for preventive purposes makes sense when (in real time) video cameras can 

be used to detect suspicious behaviour by persons under suspicion of terrorism and emergency forces can 

thus be targeted at these persons in order to prevent criminal offences. However, it should be borne in 

mind that mix-ups can have serious consequences.  

2. Predictive Models to support Security Measures 
Predictive policing means  

"when police authorities use software that [...] uses historical crime data (mostly in combination with cur-

rent criminologically relevant situation data) to create forecasts of future crime areas or future offenders 

and use these for operations planning" [68].  

Egbert and Krasmann understand forecast-based police work as analytical-digital procedures "to generate 

and implement operational forecasts regarding the probable origins, times and places of future 

crime”.[69] 

Meanwhile, algorithmic systems are used to support police work worldwide, increasingly in the United 

States of America, but also increasingly in Europe. These include the software Precobs (Pre-Crime Obser-

vation System) of the Institute for Pattern-Based Prediction Technology (IfmPt), which is based on the 

Near-Repeats approach, and police-internal developments such as Skala or KrimPro. Systems like Predpol 

and Hunchlab originate from the USA. 

While some associate predictive policing with a panacea in the fight against crime, others see it merely as 

the famous look into the glass ball. The highly emotionalised discussion of recent years offered hardly any 

room for a factual examination of the topic of predictive policing. Long before the introduction of software 

solutions such as Precob's there had been "foresighted police work", which in police jargon is understood 

as "getting to the bottom of the situation". But even today, predictive policing solutions meet with reser-

vations and scepticism. Many officials believe they already know where their presence is needed because 

of their criminal experience (you could also call it "gut feeling") - which is not fundamentally wrong. How-

ever, critics overlook "that feelings are in reality calculations [...] feelings are [...] biochemical mechanisms 

that all mammals and birds use to quickly calculate probabilities of survival and reproduction. Feelings are 

not based on intuition, inspiration or freedom they are based on calculation" [20]. 
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Harari calls feelings biochemical algorithms and his statement makes it clear that we humans have much 

more in common with computer algorithms than we are aware of or fond of. And what we have in com-

mon with computers - computers also make mistakes. There can be various reasons for this: missing data, 

poor data quality, programming errors or unclear objectives on the part of the specialist departments or 

management levels. Especially with regard to the handling of data, it is a positive effect of predictive po-

licing that police authorities have to put their data sources and their internal structures and processes to 

the test.  

"What goodness do police data have and how complete are they? What can be changed in transaction 

processing systems [...] in order to improve the quality and completeness of the database? What other 

sources of information are needed to obtain the desired insights and to produce robust models?" [68]  

And Knobloch further explains,  

"the types of internal cooperation in terms of situational awareness, resource planning and evaluation 

must also be disclosed and, if necessary, questioned if software is to be used. Because if machines are to 

support us, they still need explicit instructions in many areas. For authorities whose mission is to ensure 

the safety of the population and their property, it is a good starting point for improving their work - re-

gardless of how you stand on predictive policing." [68] 

 

Figure 3: Comparison of conventional transaction and big data transaction [70] 

As indicated above, policemen have always been looking for ways to see the future. They used the wall 

maps mentioned above, for example, and due to their criminalistic experience they were quite capable of 

recognizing series. The essential difference between man and machine is not that the machine does a 
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better job than the criminologist, but it is much faster.[71] As Figure 3 illustrates, "Predictive Policing" 

considerably shortens the action time. Data and analysis results are available more quickly, so that deci-

sions can be made more quickly, and measures implemented more quickly. 

5.2.1 Space and Personal Approaches 

Predictive policing distinguishes between "spatiotemporal" and "personal" risk forecasts. Spatial risk fore-

casts provide information on "when" and "where" an above-average risk of crime can be expected. Per-

sonal data do not play a role in the spatiotemporal risk prognosis. 

In “personal risk predictions” a distinction must be made between “perpetrators” and “victims”, i.e. per-

sonal risk predictions indicate the likelihood that an individual or a group will become a perpetrator or a 

victim. One form of personal risk prognosis is the individual prognosis, which is often prepared for courts. 

5.2.1.1 Spatial Approaches 

In spatial approaches, reactive, proactive and predictive approaches can be distinguished. Journey to 

Crime presents a forensic-geographical approach that can rather be counted among the reactive ap-

proaches. 

Journey to Crime 

Geoprofiling involves, among other things, the computer-aided determination of the anchor point of serial 

offenders by means of crime scenes. The basic prerequisite is that there is clear evidence that the crime 

scenes selected for analysis belong to one and the same perpetrators. For this reason, the selection of 

offences to be included in geoprofiling is of great importance. 

The anchor point does not necessarily have to be the offender's home; it can also be the workplace, the 

partner's home or the parents' home. The anchor point is characterised by the fact that the perpetrator 

often stays there. Since perpetrators do not like to act in the immediate vicinity of their anchor point - the 

danger of discovery would be too great - the so-called buffer zone is used for geoprofiling. Within the 

buffer zone, the probability that the perpetrator will become active there is rather low. The size of the 

buffer zone can vary, ranging from 200 metres to 1 kilometre in radius. Population density, for example, 

plays an important role in the calculation of the buffer zone. The higher the population density, the smaller 

the buffer zone, as metropolitan milieus have a high degree of anonymity and lack of social control, ena-

bling perpetrators to commit crimes even near their anchor. 

The concept of the buffer zone thus means that perpetrators are reluctant to commit crimes in the im-

mediate vicinity of their place of residence or workplace. On the other hand, criminological research 

shows that a disproportionate proportion of crimes occur in relative proximity to the perpetrators' homes 

[72], i.e. the frequency of crimes decreases with increasing distance from the anchor point (distance de-

cay). If the approaches "buffer zone" and "distance decay" were combined, this would mean that from 

the anchor point to the edge of the buffer zone the number of offences would increase, then with increas-

ing distance from the anchor point the number of offences would decrease (see Figure 4). 
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Figure 4: Buffer zone 

The regional affinity of the perpetrators is due not least to the fact that criminals are habitual people and 

often act on the basis of rational considerations and "hardcore" routines, i.e. like to become active in 

spaces that they know and feel safe in (comfort zones). The more familiar the perpetrator is with his area 

of action, the better he knows potential escape possibilities and can assess the behaviour of the police 

forces operating there. In this context, it is also important that the space chosen by the perpetrators offers 

sufficient or lucrative objects. Travelling perpetrators also like to return to the rooms in which they had 

been successful in the past. This explains the phenomenon of repeat victimization and the emergence of 

near repeats. 

Journey to Crime also includes elements of proactive police work. In contrast to perpetrators close to 

home, traveling perpetrators come from outside and usually have no anchor point. But the geoprofling 

can also provide initial investigative approaches for perpetrators from abroad. In such cases the calcula-

tion of a peak area is recommended. In the early stages of a series, the space is determined where the 

density of crimes was highest in the past. Thus, the future area of action of the perpetrators can be "evap-

orated" into an area to be monitored by the search forces.  

Peak areas can not only be used for investigative measures, for regional perpetrators they can also provide 

evidence to the anchor point of the perpetrator.  

"Twenty percent of the crime series data analyzed through a journey-to-crime function of CrimeStat 3.3 

successfully identified the anchor point of the offender's home within in a peak profile Area. In 40% of the 

cases, the offenders home was just outside of the peak profile Area of the journey-to-crime analyses. In 

the other 40% of the cases, the offenders reported home address was nowhere near the peak profile Area" 

[73]. 

The former patrolman Rossmo is considered one of the pioneers of the Geoprofling. But Rossmo was not 

only a policeman, he is also a mathematician and a Doctor of Criminology. Rossmo's vita shows how im-

portant it is to combine criminalistic experience with the know-how of natural and social sciences in order 

to fight crime effectively and efficiently. 
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With a modified variant of Journey to Crime, the whereabouts of (potential) terrorists could be identified. 

Perpetrators often communicate with mobile phones that are only switched on when they believe they 

are far enough away from their anchor point. If it is possible to locate the locations from which the tele-

phone calls are made, these landmarks can be placed in a spatial (and temporal) relation and analysed 

according to patterns or anchor points can be calculated (Figure 5). 

 

Figure 5: Location of the anchor point7 

The modernisation of police work has led to the establishment of new methods alongside standardised 

police practices. These include community policing (neighbourhood- or neighbourhood-oriented police 

practices) and problem-oriented policing (problem-oriented police practices) as well as hot spots policing. 

Predictive policing is also gaining more and more importance in everyday police work in order to enable 

space-oriented and timely police intervention. 

Hot spot method 

The spatial procedures distinguish between hot spot methods, near repeat approaches and risk terrain 

analysis. With the Hot Spot Method, crime clusters are carried forward into the future (Figure 6 illustrates 

an example of the hot spot method). Hot spot methods fall under the category of "proactive police work". 

Over time, crime concentrations can develop into focal points of crime, so-called hot spots. In this context, 

continuous and alternating hot spots can be distinguished. 

 

7 PRECOBS E 
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Figure 6: Hot spot method8 

Constant hot spots are usually so-called "crime generators", i.e. places "that continually generate crime 

[...] by attracting large audiences (and also potential perpetrators) and accordingly producing crime op-

portunities" [74]. In addition, geographical areas in which subcultural milieus are established can become 

focal points of crime, i.e. "crime attractors" (e.g. open drug scenes) - with all the associated forms of crime 

(drug trafficking, violent crime, burglary, etc.). 

To be distinguished from this are unsteady or alternating hot spots. There are districts in which hot spots 

can form for a limited period of time, for example caused by intensive offenders or travelling gangs. Often 

these hot spots disappear after a certain time, namely when perpetrators have "grazed" these areas [74]9. 

The arrest of intensive offenders on the basis of observations (perpetrator-centred measures) can also 

lead to an abrupt end to series of burglaries. (Unsteady) hot spots can also overlap, e.g. when two inde-

pendently acting perpetrators or gangs are active at the same time in almost the same area.  

At this point, the terminology needs to be concretised. As already described above, unsteady hot spots 

dissolve themselves after a certain time. With regard to burglary, this means that the perpetrators con-

centrate on other areas and the focus shifts. One could speak of "wandering hot spots" in this context. 

This does not mean, however, that the same perpetrators will not return to this room after a certain time. 

For example, Balogh refers to a study by Ericson which states that "76% of the burglars with whom he 

conducted interviews return to houses they had already broken into after different periods between two 

 

8 Precobs E 
9 see also Townsley et al. [75]. 
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and five times. Another recent study shows that "at least 37% to possibly 97% of all attacks on a particular 

target are committed by the same perpetrators"[74].  

In this way, continuous hot spots can be distinguished from near-repeat-affine areas. In a constant hot 

spot, there is a similar incidence of crime every season, but in a near-repeat-affine area the incidence can 

fluctuate seasonally. It should also be borne in mind that a hot spot can affect different social spaces, so 

that both parts of socially deprived areas and parts of socially well-off residential areas can belong to the 

same hot spot. What they all have in common is that they are delinquency areas. 

Bertozzi makes an interesting distinction [76]. She distinguishes between supercritical and subcritical focal 

points. Police operations in supercritical hot spots will only lead to a relocation of crime to other areas, 

while increased police presence in subcritical hot spots will lead to a long-term containment of crime.  

In principle, a hot spot is not necessarily a near repeat area. A near repeat area can be a hot spot but does 

not have to be a hot spot in the criminological sense. Predictive policing also makes sense, especially to 

identify or forecast unsteady hot spots. Predictions of crime in areas with a constant crime rate do not 

represent a major challenge - in the predictive sense. 

Near Repeat Approach 

The Near Repeat Approach is a concept which has been transferred from epidemiology10 [77] to the field 

of criminology and which is based on the assumption that after an initial event there is an increased prob-

ability of subsequent events within a limited geographical space and a short time interval and that this 

risk decreases with increasing temporal and spatial distance to the initial event.[78][79]. In more concrete 

terms, near repeats are geographical districts in which an offence has been committed and in whose sur-

roundings and at short intervals of time subsequent offences are to be expected: "offenders [...] commit 

further burglaries in the vicinity of burglary sites and in temporal proximity, simply for the sake of max-

imising their yield while at the same time minimising the expenditure" [68], which can be derived, among 

other things, from rational choice theory.  

The Near Repeat phenomenon is a derivative of the concept of Repeat Victimization [80] and encom-

passes “the recurrence of crime in the same places and/or against the same people” [81]. In the context 

of the flag and boost hypothesis, the reasons why the existence of repeat victimization is assumed are 

formulated [82]. The flag hypothesis refers to the attractiveness of an object for the perpetrator. The 

hypothesis is that repeated victimization occurs in particularly attractive or vulnerable targets. Accessibil-

ity, discovery risk and prey expectations play an important role in this context. According to the boost 

hypothesis, perpetrators penetrate the same object several times and at different times in order to mini-

mize their effort. They prefer apartments and houses in which they had already successfully broken into 

in the past. 

 

10 The Near Repeat phenomenon originated as an epidemiological concept to investigate the transmission of infec-

tious diseases.  
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The concept of repeat victimization thus assumes that crimes have both a spatial and a temporal relation 

to each other, namely "particularly through the process of 'exposure' resulting from proximity to where 

offenders live and to areas with criminogenic characteristics, and through the process of 'diffusion' of 

crime effects arising from sequences of social interactions" [75]. Based on this, Morgan derived the Near 

Repeat phenomenon from his study of burglaries in a suburb of Perth [83], which can be understood as a 

special case of Repeat Victimization [75]. As part of his investigation, he observed that "’one-time victims' 

tended to cluster around a repeat victim in certain instances" [75] and that "the repeat victim addresses 

occured first and the one-time victims were burgled shortly after, suggesting some form of 'contagion' 

process at work." [75]. 

The near-repeat phenomenon identified by Morgan is closely related to Pease's concept of "virtual re-

peats" [81], according to which criminal acts can be linked because of the similarity of victims or targets 

[75]. Townsley et al. justify the consideration of criminal incidents as repetitions by the fact that all of-

fences were committed by one and the same offender and that the targets were chosen because of their 

similarity [75]: "The logic on the part of the offender is understandable - target suitability can be assessed 

in terms of similarity to prior targets" [75]. Nevertheless, it should be noted that “near repeats differ from 

virtual repeats with respect to the spatial component” [75]. Whereas in the light of the "Virtual Repeats" 

hypothesis “targets are selected solely on the basis of their similarity to previous victims”, the Near Re-

peats approach also takes into account the spatial proximity of the targets [75]. 

 

Figure 7: Near Repeats11 

Townsley et al. identify two concepts on which the Near Repeat phenomenon is based: (1) "Homogenious 

Areas" and (2) "Contagion Process".  

 

11 Precobs E 
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The concept of "homogenous areas" is based on the idea that areas with homogeneous residential areas 

are more often affected by crime than heterogeneous residential areas, since offenders in these residen-

tial areas are offered a large number of their preferred targets and can be burglars with little effort due 

to similar characteristics of the targets. [75] The concept of the "Contagion Process" states that victimiza-

tion risk is related to distance from previous goals and "victimization can be ‘passed’ from victim to victim 

in a similar way to which in diseases." [75] This circumstance can be explained on the basis of Routine 

Activities Theory [48] and Lifestyle Exposure Theory [84], according to which the probability of becoming 

a victim of a crime increases with the availability for potential perpetrators in the absence of suitable 

protective mechanisms. Overall, the authors attribute the greatest effectiveness to the infection pro-

cesses in homogeneous areas [75]. 

IfmPt has developed a method to combat (organised) domestic burglary using the near repeat approach 

(see Figure 7). The Near Repeat Prediction is based on the concentration of offences in narrow temporal 

and geographical areas. With the help of this method, areas in which the risk of crime is above average in 

the coming days can be promptly identified. Police authorities in Germany and Switzerland have been 

working with this form of predictive policing for several years (Precobs). 

In addition to domestic burglary, Near Repeat Prediction can also be used to combat other phenomena 

of mass crime (e.g. theft from vehicles, theft of vehicles). 

Empirical analyses of crimes from the field of mass crime suggest that a similar pattern exists alongside 

the familiar Near Repeats phenomenon - that of Far Repeats, which are mainly produced by traveling 

perpetrators and follow other spatial parameters. Like Near Repeat Prediction, Far Repeat Prediction, de-

veloped by IfmPt, assumes a "space-time reference", except that trigger and follow-up offences lie in dif-

ferent reference areas that can be miles apart. With the Far Repeats method, it is possible to successfully 

forecast in rural areas in particular. 

The Trafford method is very similar to the Near Repeat approach. This approach also focuses on spatial-

temporal relationships between offences. The Trafford Method describes a study conducted in the city of 

Trafford (UK) to reduce burglary. This was applied in the years 2010-2012 and led to a significant reduction 

in the number of deeds. 

The Trafford method consists of several analysis options: 

• Risk maps, 

• major crime periods, and 

• Super cocooning. 
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Figure 8: Trafford Method [85] 

The risk cards are drawn up on the basis of the offences committed in the last three weeks, always on 

Monday (for the next four days) and Friday (for the coming weekend). In addition to home burglary of-

fences, other types of offence can also be displayed on the map, but they do not play a role in the evalu-

ation. 

The evaluation of the selected home burglary offences takes place as follows (Figure 8): A circle of 400 

metres in diameter is drawn around each offence. Depending on the time of the crime, these circles are 

coloured differently. 

• Three weeks  → blue. 

• 2 weeks  → yellow. 

• 1 week   → red. 

Intersections between red and yellow are coloured orange. Intersections between blue and yellow or be-

tween blue and red are represented by shades but do not lead to any coloration. If identical colours over-

lap, they are not shaded but displayed as one area. The colours represent the risk assessment: 

• Orange   → hyper risk area 

• red  → higher risk 

• Yellow  → Medium Risk 

• Blue  → lower risk 

The orange and red areas are of interest for operational and preventive measures. These rooms can also 

be evaluated statistically.  

To support the police measures in the selected areas, the main offence time is calculated and divided into 

a graph according to weekdays and hours. Red areas represent a high risk, orange areas represent a me-

dium risk. 
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Risk Terrain Analysis / Risk Terrain Modelling 

Risk Terrain Analysis enriches police data with infrastructural, socio-economic and socio-structural data. 

Other data sources can also be included, such as weather data. Risk terrain analysis is about identifying 

risk areas in order to give police officers a (timely) indication of "when" and "where" they can expect 

"what" forms of crime. In addition to threshold values and trends, parameters such as the effectiveness 

of operational measures (patrol efficiency) or the severity of an offence (severity weight) can also be in-

cluded in the calculation of risk areas (Figure 9 illustrates an example for the Risk Terrain Analysis in Pre-

cobsE). 

 

Figure 9: Example for Risk Terrain Analysis12 

Risk Terrain Modelling (RTM) is very similar to Risk Terrain Analysis. It represents an approach to the risk 

assessment of a geographical area. Geographic information systems can be used to provide locations on 

digitised maps with qualitative features of the real world [86] in order to identify areas of a city with an 

increased risk of crime [73]. Caplan and Kennedy describe the operation of the RTM as follows [86]: 

„It operationalizes the spatial influence of crime factors to common geographic units, then combines sep-

arate map layers together to produce risk terrain maps showing the compounded presence, absence or 

intensity of all factors at every location throughout the landscape”. 

In concrete terms, characteristics are identified which make it possible to commit crimes and thus increase 

both the risk of a crime and of victimisation. The maps show those places that offer favourable conditions 

 

12 PrecobsE 
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for the occurrence of criminal events [86]. For example, places where there are many shopping opportu-

nities and shops speak for a high probability of shoplifting.  

 

Figure 10: Risk Terrain-Map [87] 

The main objective of this method is to identify crime-promoting factors in order to be able to predict 

crime without having to know where crime has occurred in the past [73]. RTM is based on the principles 

of hotspot mapping and offers a statistically valid way of identifying criminogenic and endangered areas 

of a city [86] (see Figure 10 for an example for a Risk Terrain-Map). 

Unlike the hot spot method, the near repeat approach and risk terrain analysis belong to the category of 

"predictive police work". 

Collados also takes a spatial approach. With his methodology he wants to predict where and what kind of 

crime is to be expected. The aim is to use police patrols as effectively as possible. The predictions are 

recalculated for each shift. Various data are included in the analysis, including the number of offences in 

the last hours before the forecast is made. This form of predictive patrolling aims to strengthen crime 

prevention in order to reduce the number of crime victims. [88]  

In summary, it can be said that various predictive policing solutions are now in use worldwide. The United 

States of America is the leader in this field, but predictive policing is also becoming increasingly popular 

in Europe. Spatial approaches include hot spot policing, the near-repeat approach and methods of risk 

terrain analysis. 

In this context, a distinction must be made between more theory-driven and more data-driven ap-

proaches. PredPol, Precobs and SKALA belong to the more theory-driven approaches, Hunchlab and Risk 

Terrain Modelling to the more data-driven approaches. However, many programs have in common that 

the Near Repeat approach is an essential basis for their forecast calculation, whereby the tendency in the 
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future will probably go from a pure Near Repeat approach to a more complex Risk Terrain Analysis, since 

the theory and data basis of Risk Terrain Analysis is considerably more extensive and includes considerably 

more crime fields. Furthermore, socio-economic and infrastructural data are likely to play an increasingly 

important role in the future, in addition to pure police data. 

An important role in the acceptance of predictive policing software is the traceability of the algorithms. 

While systems such as Precobs or SKALA are not black boxes and prediction is transparent for police of-

ficers, PredPol, for example, works with complex machine learning algorithms. In this context, the ques-

tion arises to what extent self-learning algorithms (keyword: artificial intelligence) will advance predictive 

policing in terms of content or will have a rather counterproductive effect on the quality of the forecasts 

and their acceptance by users. 

Finally, a distinction must be made between partially and fully automated systems. In semi-automated 

systems, the forecast is always validated by a police officer. This validation is not necessary with fully 

automated systems. 

5.2.1.2 Person-Related Approaches 

When it comes to the analysis of criminal careers, one often speaks of typical criminal careers. However, 

a number of criminological theories show "different, often contradictory courses” [89]. Within the crimi-

nological research of the last decade, there is a tendency to resort to the group-based trajectory model 

within the framework of empirical investigations of criminal careers. Although this method promises the 

identification of typical criminal careers, no uniform picture of typical criminal careers could be deter-

mined on the basis of previous analyses, which raises the question of whether there are patterns in crim-

inal careers that can be used for forecasting purposes. [89] 

The Max Planck Institute for Foreign and International Criminal Law in Freiburg has also conducted an 

empirical investigation into the question of whether the existence of typical criminal careers can be as-

sumed. For this purpose, data from the Freiburg cohort study were used. The study includes data on the 

frequency and development of criminal behaviour and on judicial responses to this behaviour. In the sam-

ple analysed, the judicial registrations of German men born in 1970 were taken into account. The sample 

consisted of a total of 21,093 men with at least one so-called criminal offence. [89] 

A group-based trajectory analysis was carried out, taking into account the three parameters of entry age, 

frequency of registrations and length of career [89]. Grundies formulates the aim of this method as fol-

lows:  

"Their aim is to extract typical progressions over age on the basis of individualised longitudinal data. This 

method uses and checks a structure consisting of the group sizes and the associated progressions for their 

overall adaptation to the data (i.e. the individual progressions) and varies them successively until this ad-

aptation becomes optimal. The result is a structure of group (-sizes) and the associated processes, which 

capture the structures contained in the data as well as possible." [89] 

In the context of the analysis described, a total of seven groups could be identified, whereby the individual 

persons could not be clearly assigned to the respective groups, but rather often belonged to several 
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groups [89]. Grundies comes to the conclusion that the "recorded criminal careers [...] were characterised 

by a large but evenly distributed diversity of individual courses" and differed in terms of the three param-

eters mentioned, but that no typical courses or criminal careers could be identified.[89] Against this back-

ground, Grundies concludes that the groups determined represent "fictitious approximation points of a 

continuous distribution" [89]. 

Thus, it can be stated that the existence of typical criminal careers must be questioned. It cannot be as-

sumed that patterns in criminal careers can be empirically proven, which makes it very difficult to forecast 

criminal life courses. For Grundies, the cause of crime lies in a disturbed balance between the individual 

and society. "Even if such disturbances accumulate in adolescence, the lack of patterns indicates that this 

balance can in principle be disturbed at any age." [90] 

Biographical perspective 

One way of opening up the future is biographical research, i.e. dealing with the biographies of people who 

had appeared in the police force in the past because of (politically motivated) crimes. In this way, "typical" 

biographical patterns can be identified on the basis of which statements on future perpetrator behaviour 

can be made. Biographical research has meanwhile become a common empirical instrument in criminol-

ogy [91][92], which has already been used in both extremism and mafia research. 

Against this background, it should be noted that politically motivated criminals differ from "ordinary crim-

inals" in two key respects: Besides the concrete victims, i.e. people who are injured or killed by politically 

motivated acts of violence, e.g. terrorist attacks, the social order of a country is damaged (abstract victim). 

In addition, the extremist also feels himself to be a victim, a victim of state exploitation, arbitrariness and 

repression. Ultimately, by assuming the role of victim, the terrorist legitimizes the use of force to achieve 

a political goal. In this sense the politically motivated criminal may see itself as an "altruist" who turns 

against social grievances for which he holds the state or social elites responsible [22][93][94].  

The aim of biographical research is to reconstruct the life course of people in order to subsequently com-

bine people with similar life courses into clusters, whereby there should be a high degree of homogeneity 

within the cluster but significant differences between the clusters. The following are central topics of bi-

ographical research: 

family situation 

• Parents (age, occupation, social class, relationship to respondent) 

• Brothers and sisters (number, sex, relationship to subject) 

• Problems in the family (violence, addiction, unemployment, divorce etc.) 

• Political Activities/Delinquent Behaviour of Individual Family Members  

School career (chronological order) 

• which types of school were attended when (reasons for possible change of school) 
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• Problems at school/type of problems 

Training (chronological order) 

• which training(s) were started/completed when?  

• there were problems at the training place, and if so in which form 

• Professional career (chronological order) 

• what jobs did the test person take up?  

• the test person was (several times) unemployed 

Political activities (chronological order) 

• political understanding 

• in what form was the subject politically active?  

• the test person was involved in a party or informal group (e.g. skinheads) 

• the respondent can understand the motives/actions of members of other extremist groups 

• Similarities/differences to other extremist groups  

• Opinion on 11 September; can the respondent put himself in the position of the assassin's mo-

tives/actions? 

Criminal career (chronological order) 

• when the first time delinquent  

• when the first time is conspicuous by the police  

• when first sentenced 

• how often convicted 

• prison sentences (when first imprisoned)  

• which forms of delinquency 

Social deprivation 

• addiction problems 

• understanding of violence 

Circle of friends/acquaintances 

• Role/influence of the circle of friends/acquaintances with regard to the criminal or political activ-

ities of the test person 

• recreational activities 
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One hope associated with biographical research is to obtain a kind of socio-psychological profile that can 

be used to identify perpetrators of violence - especially terrorists - in advance. What is problematic is that 

many extremists/terrorists are not at all psychologically conspicuous or have any (social) problems. Of 

course, there are also people among terrorists with mental illnesses or fractures in their biographies. In 

addition, there are quite a few former petty criminals among terrorists. On the other hand, there are 

countless mentally ill or socially conspicuous people who will never commit politically motivated crimes. 

Here there is a danger of suspecting these people wrongly. Also, most criminals do not become political 

activists [95].  

What can be derived from previous biographical research regarding the personality profile of extrem-

ists/terrorists for predictive police work? 

• Extremist / terrorist careers have many coincidental moments, both in the choice of extremist 

milieu and in the course of the extremist career. Thus, the former left-wing street fighter Joschka 

Fischer became Foreign Minister of the Federal Republic of Germany, from the well-known jour-

nalist and mother of two Ulrike Meinhof a co-founder of the Red Army Faction (RAF). The mem-

bers of different extremist milieus are also similar in terms of psychosocial dynamics. 

• Extremist milieus offer social identity and social belonging. Individual problems are pushed into 

the background, one's own existence gains in importance. Not only does one fight for a good 

cause, the fight is also dangerous and exciting, which attracts young men in particular. 

• The ideological orientation is often overestimated by experts. The interest in or knowledge about 

politics or religion is often rudimentary, ideological patterns of argumentation and views are often 

adopted without reflection. Membership in a terrorist group can also have monetary reasons.  

• There are no significant differences in the socio-demographic (e.g. educational level, gender, so-

cio-economic status) characteristics between extremists/ terrorists and other delinquents. [96] 

Just how difficult it is to create a socio-economic profile can already be seen in the foreign fighters. While 

the German and Scandinavian fighters are primarily socially underprivileged petty criminals, the British 

foreign fighters were "a clear majority" of students or academics. "What unites them is not a demographic 

or socio-economic characteristic, but the lack of identification with the Western societies in which they 

were (mostly) born and raised.” [97] 

It is very unlikely in the future to distinguish terrorists from other people on the basis of personality traits. 

Causes and motives that lead people into extremist milieus are very different. Apart from life crises, the 

search for identity or the longing for adventures, pomposity, psychological problems or broken families 

can also be responsible for this. 

Instruments for risk assessment of extremist violence 

A further approach to predicting terrorist acts would be the early detection of radicalisation processes or 

the risk classification of already known perpetrators. The study of radicalisation processes and factors and 

the forecasting of terrorist and extremist crimes is of growing public interest. With the discussed personal 
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prognosis methods and risk assessment an attempt is made to "determine a risk of crime for both perpe-

trators and victims and to make this usable in police practice".[97]. According to Logvinov [98], a risk 

assessment is "a prognostic statement limited to a defined period of time about the probability of occur-

rence of a certain negative or damaging event in a target population" and is composed of a quantitative 

(probability) and qualitative (type of violent behaviour) variable. In the context of extremist violence, Bo-

rum defines risk assessment as follows: 

„The process of collecting and considering information about a person and the situations and contexts that 

the person will encounter in order to describe and evaluate the potential that the person will engage in 

jeopardous behavior and prevent or mitigate the behavior and its adverse consequences”. [99] 

In Germany, for a long time there were no operationalizable models that allowed a systematic examina-

tion of the dangers and risks emanating from extremist actors, with the exception of the analysis scheme 

of Pfahl-Traughber [100][98]. He developed the so-called AGIKOSUW scheme for the risk assessment of 

extremist violence (offenders), which includes the following explanatory variables: Activists, intensity of 

violence, ideology, communication, organization, strategy, environment and impact. It provides "a precise 

and uniform record of terrorist activities" and "contributes to the establishment of a more precise profile 

of terrorist groups" [98].Urban also developed an analysis model (Table 3) in which some risk factors were 

assigned to the study levels "actors", "ideology", "reference group" and "framework conditions" [101]: 
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Table 3: Analysis model by Urban 200613 

Variables Factors 

actors aims 

capabilities 

resources 

Leadership/Cohesion 

Readiness to use violence/methods 

goal orientation 

ideology Reach/anchoring of goals in ideology 

tolerance for violence 

Dissemination in the reference group 

attractiveness 

traceability 

reference group Size 

ideologization 

support readiness 

dissemination 

distinctiveness 

anchoring 

framework conditions Living conditions of the reference group 

Enabling factors and process conditions 

Vulnerability and defensiveness of the opponent 

 

13 Urban [101] cited after Logvinov [98] 
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Thus, for example, the dangerousness of a terrorist actor depends on its objectives, its operational and 

strategic capabilities and its access to necessary resources. In addition, the internal cohesion or leadership 

ability of the actor in the sense of strategic planning and implementation of the objective are decisive for 

the danger emanating from the actor. The readiness to use violence and the methods pursued by an actor 

are also important for a risk-oriented analysis of terrorist efforts. [98] 

In extremism research, there are various procedures for assessing risks. The various criminal prognostic 

methods, models and instruments can be grouped into five ideal categories [102]: 

"1) intuitive criminal prognosis based on subjective experience; 2) standardized actuarial prognosis instru-

ments with mostly static biographical risk factors (second generation); 3) third-generation actuarial prog-

nosis instruments that record both static and dynamic risk factors; 4) structured clinical prognosis instru-

ments and instruments; 4) structured clinical prognostic instruments and instruments; 4) standardized and 

standardized prognostic instruments. Checklists subsumed under the term 'Structured Professional Judge-

ment' (SPJ) and 5) clinical-idiographic prognosis models combining empirical and idiographic methods or 

SPJ instruments" [98].  

However, the effectiveness of purely statistical (actuarial) approaches is frequently questioned against 

the background of the low base rate in the phenomenon areas of interest: "Specifically, it is questionable 

whether generalizable statements on the existence of correlations and the effect of hypothetically risk-

minimizing/risk-reducing factors are possible due to the low base rate and the additional high complexity 

of the object of investigation" [103]. Against this background, SPJ tools have primarily established them-

selves in practice. 

Software solutions 

In practice, various software tools are used. In the following, the objectives and functionality of some tools 

are presented. 

RADAR-iTE 

The RADAR-iTE software used by the Federal Criminal Police Office represents a statistical approach (also 

referred to as "acturial method" or "acturial tool") and differs from "Structured Professional Judgement 

Tools" (SPJ). The software is one of several examples of personal predictive policing.[104] 

Since the beginning of 2015, the German Federal Criminal Police Office (BKA), together with the Forensic 

Psychology Working Group at the University of Konstanz, has developed the risk assessment tool RADAR-

iTE (rule-based analysis of potentially destructive perpetrators to assess the acute risk of Islamist terror-

ism). This set of instruments is based on already established risk assessment instruments for the assess-

ment of offenders. [105] 
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The Federal Criminal Police Office formulates the aim and function of radar-iTE as follows: 

"RADAR-iTE assesses a person for whom there is a minimum amount of information on events in his or her 

life with regard to the risk of committing a serious act of violence in Germany and assigns it to a risk scale 

in order to prioritise intervention measures.[105] 

RADAR-iTE compares the behaviour of a person with previous findings on the behaviour of assassins. The 

actual risk assessment is carried out using a risk assessment form with standardised question and answer 

categories that reflect both risk-increasing and risk-reducing characteristics. The risk potential emanating 

from a person classified as hazardous or relevant is defined as high, conspicuous or moderate. [105] 

The use of Radar-iTE shall make use of information already available or data which may be collected under 

the current legal situation and which relates exclusively to observable behaviour and does not include 

characteristics such as religion or belief of a person [105]. In particular, the behavior of a person in the 

radical (militant-salafist) scene is of particular interest [106]. All in all, RADAR-iTE is based on 73 charac-

teristics "which have been determined in studies to be valid, to differentiate the group of persons targeted 

by the instrument with regard to their risk of committing a serious violent crime" [106] and which can be 

assigned to the following seven subject areas in terms of content: Violent crimes committed so far, expe-

riences in dealing with weapons or explosives, involvement in the radical scene, stays in war zones and 

participation in combat operations there as well as aspects of a problematic personality such as diagnosed 

psychological abnormalities. Using standardised answer categories "yes", "no" or "insufficient infor-

mation", an assessment is made as to whether these characteristics are present or not [106]. The RISKANT 

project will evaluate, validate and possibly adapt RADAR-iTE [106].  

VERA-2R (Violent Extremism Risk Assessment 2 Revised) 

Vera-2R is one of the best-known risk assessment instruments and has been developed with the help of 

research results, expert knowledge and user feedback [103]. Vera-2R works with 34 indicators and risk 

factors to assess a person. These indicators are rated on a three-level scale - low, moderate and high [103]. 

In terms of content, they cover the following risk factors:  

- Beliefs, attitudes and ideology 

- Social context and intention 

- History, actions and competencies 

- Commitment and motivation 

In addition, the protective factors such as the support of non-violence by the family and other relevant 

persons as well as the rejection of violence are taken into account as goal achievement. [98] 

ERG22+ (Extremism Risk Guidance 22+) 

ERG22+ is mainly used in Great Britain. It is a tool for the evaluation of detained persons. An evaluation 

of the offenders is carried out on the basis of 22 predictors, which run along three relevant dimensions 
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(commitment as identification with the group or thing, intention as readiness for commitment and rele-

vant abilities) [98]. The further development of ERG, VAF, serves to assess target groups outside the prison 

system [103].  

TRAP-18 (Terrorist Radicalization Assessment Protocol 18) 

TRAP-18 is a theory-based SPJ tool and is also based on the experience of the developers in the risk as-

sessment of the FBI. The objective shall be to assess the risk of targeted violence by individuals [103]. It is 

less an instrument for identifying dangerous persons than an aid in case handling. TRAP-18 is based, on 

the one hand, on factors that imply the need for closer examination and, on the other hand, on indicators 

that speak in favour of risk management measures.[98] The former include, for example, personal griev-

ances and moral indignation, professional failures, instrumental violence or the absence of a sexual part-

ner and the sexualisation of violence [98]. The latter represent the following warning behavior indicators:  

1. "Development process or path (research, preparation, implementation) 

2. Fixation (pathological occupation with a person or thing) 

3. Identification (self-categorization as command, militarization of thinking) 

4. New aggression (independent of development path, initial violence) 

5. Energy outbreak (increase in activities with a view to the target or victim) 

6. Leakage (communication of intent to third parties) 

7. Last resort ('force imperative' and 'time imperative') 

8. Directly communicated threat" [98]. 

SAVE (Structured Assessment of Violent Extremism)  

SAVE is based on the assumption that a person's risk of extremism depends on his or her perceptions and 

beliefs, which is why an assessment of perception, world view and thought patterns is based on 30 cogni-

tive risk factors. A 3D risk surface and a 2D risk contour are created. Within the framework of this ap-

proach, persons are located within the data points estimated risk, calculated risk and temporal risk. [103] 

Screener Islamism 

Böckler et al. stress "that terrorist violence always represents the end point of a development process" 

[107]. In addition, they emphasize "that terrorist actors often show striking behavioral abnormalities in 

the run-up to their actions. Such assassins do not only attract attention in the official or police context, 

but also frequently appear in their social environment and professional life” [107]. 

Against this background, it makes sense to develop instruments to detect radicalisation at an early stage 

and to be able to exert a preventive influence. The "Screener Islamism" represents such an instrument for 

recognizing possible radicalization processes, but according to its developers it is not an instrument for 

investigating crimes [107]. The Screener is used when a person is conspicuous by certain behaviours, such 
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as the public endorsement of the Islamic State. The instrument consists of 13 different items, which can 

be evaluated with "Yes" and "No". The content of these items can be assigned to the following five areas 

of behaviour: 1) personal crisis, 2) attachment to Islamist ideology, 3) violence-related communication, 4) 

empowerment and 5) social environment (online and offline). Finally, a classification is made into "No 

Danger", "Possible Danger" and "Acute Danger". If the screener comes to the conclusion that a "possible" 

or "acute danger" exists, an in-depth case analysis or even a case management follows. [107] 

The problem with such a predictive approach is that even people who have never radicalised themselves 

can be considered positive. In addition, the assessment of the social environment is always subjective 

(there must always be a form of "suspicion" at the beginning) - what for some is already highly problematic 

behaviour can be an age-related form of rebellion for others. With individual forecasts there is always the 

problem of "false positives". Wrongly labeling someone as a potential threat or extremist can have serious 

implications for their fundamental rights and freedoms.[108] 

Strategic Subjects Lists 

Another method of personal Predictive Policing are the Strategic Subjects Lists (SSL), so-called "Heat Lists". 

Risk factors are used to calculate the likelihood that someone will commit serious acts of violence. The 

simple logic of the system: those who live in a violent environment are more likely to become perpetrators 

or victims themselves. The people on the list are then contacted by the police and warned - even though 

they have never committed a crime themselves. 

The problem of this kind of prediction is that it can be used as a mass surveillance instrument. In Chicago 

alone, more than 400,000 people were at risk, with an above-average number of black people. In such 

cases, predictive policing can promote stereotypes.[109] 

2. Further Predictive Approaches 

5.2.2.1 Social Media Monitoring 

To a large extent interpersonal communication currently takes place online. Criminals, extremists and 

radical groups also communicate via the Internet and use it for their own purposes, such as spreading 

propaganda or recruiting new supporters. Thus, radicalization processes are increasingly taking place in 

the context of social media.  

Within the framework of social media monitoring, radical content can be tracked down and people who 

radicalise themselves can be identified. The networking and interconnection of extremist flows are 

tracked, for example, by the LEA algorithm. This recognizes certain word combinations with reference to 

extremism and filters them out from comments and contributions. Thus, insights into extremist tenden-

cies gained from these data can be used to sensitise citizens.[110] 

Monitoring systems are also used in Hessen to document events and occurrences in the area of right-wing 

extremism and to gain an overview of them. Provided Monitoring reports can support various authorities, 

such as the police, in their daily work and in preventive measures.[111] 
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For dropouts or victims in the field of extremism, monitoring also offers a supportive option. Victim coun-

selling centres use the observation of right-wing extremist, anti-Semitic, anti-Muslim and/or racist inci-

dents in order to be able to offer direct assistance in victim counselling to cope with the consequences 

and restore the victims' ability to act. On site, Mobile Consulting teams develop strategies against the 

dominance of right-wing extremist groups. In addition, (social) pedagogical work aims to promote dis-

tance from this thematic area and to counteract ideological consolidation. In this context, model projects 

are funded by the Federal Government that make use of the topics of distance and exit assistance. [112] 

5.2.2.2 Anomie Monitoring Model 

Anomie theory can also have a predictive benefit and is therefore relevant for predictive policing. This 

chapter serves to clarify to what extent the central statements of anomie theory can be used for moni-

toring in the field of (organised) crime and extremism/terrorism. At this point, the anomie monitoring 

model is presented, which is based on the principles of anomie theory. 

According to Merton, anomie is to be understood as the consequence of the gap between "the social 

goals recognized as legitimate and the reduced possibilities of access to the means necessary to achieve 

these goals" [31]. Here, differences specific to different social classes can be discerned. Schwind illustrates 

this in the example of unemployment [31]. For example, access to the labour market may be hindered or 

completely blocked by a lack of formal qualifications or language skills, resulting in pressure and stress for 

those concerned. In Merton's [113] argumentation, five behavioural patterns that individuals adopt as 

responses to this pressure are to be distinguished and he formulates them as a typology of the types of 

individual adaptation (Table 4). The so-called conformist affirms not only the cultural goals but also the 

institutionalised means to achieve them. The Ritualist downgrades his goals or rejects them altogether 

but retains the legal means. Both types are not of criminological importance. Another type identified by 

Merton is the innovator who, while affirming cultural goals, tries to achieve them by illegal means and 

thus shows criminal behaviour. The apathist, on the other hand, rejects both the cultural goals and the 

institutionalized means, which is reflected, for example, in a flight into illusory worlds opened by alcohol, 

drugs or sects. Ultimately, Merton identifies the rebel who fights the cultural goals and institutionalised 

means in the form of e.g. politically motivated crime or terrorism for the purpose of changing the existing 

social structure. [2][31] 

Table 4: Types of adaption 

Types of adaptation Cultural goals Institutionalised resources 

1. conformity + + 

2. innovation  + - 

3. ritualism - + 
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4. apathy (retreat) - - 

5. rebellion (+/-) (+/-) 

 

 

 

+ = approval, - = rejection; +/- = rejection of dominant values and substitution with new values 

Against this background, Schweer critically notes that Merton does not explicitly distinguish between legal 

and legitimate means [2]. He explains that although certain behaviours are considered illegal by law, they 

may be accepted by the majority of the population and thus gain legitimacy. He also points out that cul-

tural objectives can be both criminal and legitimate. Against this background, Schweer states that it is 

particularly important for criminologists to find out "to what extent illegal options for action are regarded 

as legitimate, since the social dissemination of a pattern of behaviour is less oriented to whether an action 

is legal or illegal, or whether it is legitimised by people’s morality" [2]. Thus, state morality, which shows 

what can be considered legal within a society (by legal definition), and people’s morality, which reflects 

the prevailing opinion in large parts of the population about what is considered legitimate, are two differ-

ent variables (Figure 11). 

 

Figure 11: State-Morality and People's-Morality 

If state and people's morals are congruent, it can be assumed that there is no serious social problem with 

regard to crime and that crime is the exception rather than the rule [2]. In contrast, the further state and 

people's morals distance themselves from each other, the more likely criminality becomes as the "result 

of a cultural lag between applicable law and everyday culture".[2] 
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Thus, according to Schweer, it can be assumed that the means used to satisfy individual needs and per-

sonal goals can be both legal and legitimized by the population or can be in conflict with each other.[2] 

Based on this, Schweer identifies four types in reference to Merton (Table 5): 

"On the one hand, Compliance with the law, which, in order to achieve cultural objectives, makes use of 

means that are both legitimate and legal to achieve cultural goals. To be distinguished from this is the 

social outsider, who uses means to achieve cultural goals that are legal but illegitimate. Furthermore, the 

conformist should be mentioned who behaves legitimately in the sense of popular morality in the realisa-

tion of cultural goals, but criminally in the sense of state morality, as well as the actual criminal who vio-

lates both popular morality and state morality. It should be borne in mind that, in the wealth of options 

for action in a society, every social actor can assume the role of law-abiding, social outsider, conformist 

and criminal, depending on the type of action involved and the social context in which he carries it out". 

[2] 

Table 5: Typology of types of individual adaption [2] 

 
State Morality People’s Morality 

Compliance with the law + + 

The Social Outsider  + - 

The Conformist - + 

The Criminal - - 

 

 

 

+ = affirmation; - = rejection 

In this context, however, there is the problem of recognising when an illegal pattern of behaviour is legit-

imised by popular morality. To this end, different types can again be distinguished: the Law-Abider, the 

Deregulator, the Punisher and the Innovator (Table 6): 

"The punisher legitimises the respective criminal behaviour, but still demands a ban or punishment. [...] 

Like the punisher, the innovator also legitimises the respective criminal behaviour pattern, but, in contrast 

to the punisher, advocates its legalisation. [...] Although the deregulator cannot personally endorse the 

criminal behaviour pattern in question, he can classify the individual right [...] higher than the penal law 
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[...], while the law-abiding attitude continues to demand punishment or prohibition for what he considers 

to be not only illegitimate but also illegal behaviour". [2] 

 

Table 6: Types of behaviour under conditions of social change [2] 

 
Assessment of illegal conduct Demand for legalisation 

The Law-Abider - - 

The Deregulator  - + 

The Punisher + - 

The Innovator + + 

 

 

 

+ = affirmation; - = rejection 

At this point, the question arises what empirical added value the theoretical findings discussed above have 

and to what extent they can be used for predictive purposes.  

The quantitative identification of socially predominant attitudes towards illegal behaviour and their pun-

ishment or prohibition is of particular relevance in view of the fact that attitudes are considered as deter-

minants of behaviour. On the basis of the empirical depiction of attitudes, it is possible to draw conclu-

sions about future predominant behaviour patterns and thus about possible future social problems in 

terms of deviant and criminal behaviour. This insight can be used to establish a monitoring model.  

In order to determine whether and to what extent deviant behaviour will spread in the future and develop 

into a problem relevant to society as a whole, the identification of the spread of punishers and innovators 

is of particular interest, since these types legitimise criminal behaviour and the individual willingness to 

criminal action is primarily determined by the legitimacy of a pattern of behaviour.[2] If one follows this 

logic, persons who, for example, consider the use of violence against fugitives or persons with a migration 

background or the exercise of violence to achieve political goals to be "not bad" are more likely to assume 

that they will show such behaviour in the future or at least tolerate it.  
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For concrete implementation, data must be used that depict attitudes to criminal behaviour and punitivity 

attitudes. In this context, it would be conceivable, for example, to use batteries of items to determine 

attitudes to various illegal behaviour patterns, such as  

"How bad do you think the following actions are? 

- Consumption of illegal hashish, cocaine or heroin.  

- Exercise of violence against ethnic minorities. 

- Exercise of force for the purpose of achieving important policy objectives 

- Etc." 

A Likert scale could be used to determine whether a behaviour is considered "very bad", "quite bad", "less 

bad" or "not bad at all". A similar approach could be taken with regard to the detection of punitive atti-

tudes.  

Persons who consider a certain behaviour to be bad, such as the consumption of hashish, and who advo-

cate its punishment or a ban on hashish, represent the type of law-abiding behaviour. The statement that 

hash consumption is considered bad but should not be punished makes a respondent a deregulator. If 

people do not find an illegal behaviour pattern bad, but demand a punishment, these people are to be 

classified as punishers, while a legitimation of illegal behaviour and the demand for legalisation is typical 

for an innovator (see Table 7). 

Table 7: Characteristics of behaviour types and social change[2] 

Assessment of illegal conduct Behaviour should be forbid-

den/punished 

Behaviour should not be for-

bidden/punished 

Very bad/seemingly bad The Law-Abider The Deregulator- 

Less/not bad at all The Punisher The Innovator 

 

 

 

The aim is to create a picture of society in order to draw conclusions about future crime problems. If the 

proportion of innovators within a society is to be classified as (very) high for certain areas of crime, then 

it can be assumed, as already mentioned, that this phenomenon will gain relevance in the future.  

A number of modifications are required in order to transfer such a monitoring model to the field of ex-

tremism. Similar to the procedure described above, the measurement of attitudes is also relevant for the 
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monitoring of extremism, whereby the collection of punitive attitudes for this area can be neglected. In 

order to assess whether the potential for extremist excesses prevails within a (democratic) society, the 

identification of those persons who are willing to participate illegally in a political system is also particu-

larly important, as is the identification of prevailing extremist attitudes. The willingness to participate il-

legally in politics reflects whether individuals are considering rejecting the socially institutionalized means 

of political participation (e.g. participation in approved demonstrations, voter turnout, etc.) and instead 

resorting to illegal means such as the use of force to achieve political goals.  

A person who has both an extremist attitude and a willingness to participate illegally in politics can be 

seen as a violent extremist. A person is considered a political extremist if he or she has an extremist atti-

tude but is not prepared to resort to illegal means for political participation. If a person does not have an 

extremist attitude at the moment but would in principle be willing (in the course of social changes/ up-

heavals) to achieve their political goals, for example by using violence, then this person is a potential ex-

tremist. A person who is neither extremist nor considering the use of illegal means for political participa-

tion is a systemic Conformist (see Table 8). 

Table 8: Measuring the extremist potential of a society 

 
Readiness for illegal political participation  

will No willingness 

Current extrem-

ist attitude 

Extremist attitude Violent extremist Political extremist 

No extremist attitude Potential Extremist Systemic Conformist 

 

 

 

Empirically, extremism monitoring can be implemented as follows: 

In order to measure extremist attitudes and the willingness to participate illegally in politics, it is possible 

to resort to items used, for example, in studies conducted by the Konrad Adenauer Foundation between 

1997 and 2007.[114] Items such as "We should make sure that we keep the German in and that we pre-

vent the mixing of peoples" or "Foreigners and asylum seekers are the ruin of Germany"[114] are exam-

ples of instruments for measuring right-wing extremist attitudes. The degree of agreement with these 

statements is usually measured on multi-level scales from "fully agree" to "disagree at all". By dichoto-

mising these variable characteristics, you can clearly determine whether a person is extremist or not. If a 

whole battery of items is used to measure attitudes, it makes sense to carry out a factor analysis, as this 
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makes it possible to check whether the items which, for example, are assumed to measure the construct 

"right-wing extremism" from a content point of view can be combined into a single factor. 

The readiness for illegal political participation can be measured, for example, by items such as "In every 

democratic society there are conflicts that must be resolved by force" or "Those who do not act radically 

cannot realize the true ideals in politics"[114]. These items can be used in the same way as described 

above. 

Descriptive analyses can be used to determine the proportion of violent extremists, political extremists, 

potential extremists and systemic conformists within a society. For the identification of societal risk po-

tentials in relation to extremism, the consideration of the willingness to participate illegally in politics 

within a society is of great relevance. For it is true that the greater the proportion of violent extremists in 

a society, the more likely it is that there will be a future problem of extremism in this society. In addition 

to the extremists who are willing to use violence, the potential extremists also represent a problem group, 

since they would also be prepared to participate illegally in politics (if social changes were to take place).  

Overall, such an anomie monitoring model could be used to make statements about how the opinion 

within a society on certain crime phenomena is shaped and whether the potential of societal problems 

with regard to crime exists in the future. Such an image of the societal mood would make it possible to 

draw conclusions about potential future developments with regard to crime and to plan and initiate 

measures against problematic predicted social developments at an early stage. The operational bonus 

also lies in being able to react to such outgrowths by adjusting or amending laws or by increasing the 

number of investigators in certain areas.  

5.2.2.3 Media Coverage and Terror 

The connection between media and terrorism has already been investigated many times in criminological 

and media research. Among the central questions are the extent to which public opinion on terrorism is 

influenced by media coverage of this crime phenomenon or the impact of terrorist attacks on media cov-

erage. On the other hand, it is much less frequently examined whether and to what extent such media 

coverage increasingly entails follow-up acts. 

The thesis that increased media coverage of terrorist attacks and terrorism leads to an increased number 

of terrorist attacks can be empirically tested. With the help of qualitative and quantitative content anal-

yses, media content can be analysed in a first step. On this basis, it is possible to investigate correlations 

between media content and both public opinion and social events and phenomena by means of correla-

tion or regression analyses. Some studies can be cited as examples which have already empirically proven 

this thesis. 

Jetter [115] has, for example, investigated the effect of US media coverage on terrorist attacks by the al-

Qaida terrorist network and has been able to confirm its hypothesis that the number of terrorist attacks 

is related to intensive media coverage of this topic. Specifically, he found that "[e]ach minute of Al-Qaeda 

coverage in a 30-minute news program encourages approximately one additional attack in the next seven 

days, on average"[115]. Jetter also confirms this hypothesis with his 2014 study, in which Jetter examined 
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media coverage of terrorist attacks - in particular the New York Times - between 1998 and 2012: "The 

results suggest that media attention does indeed predict future terrorist activities" [116]. 

Beckmann et al. also found evidence that there is a connection between media coverage of terrorist at-

tacks and their occurrence [117]. However, the results indicate that this mechanism differs in the short 

and medium term. In the short term (two months), media coverage has an influence on the quality of 

terrorist attacks, but not on quantity, which is plausible in view of the time required to plan terrorist 

attacks. In the medium term, however, an increasing number of terrorist attacks could be recorded [117]. 

Against this background it can be assumed: The more the media reports on terrorist attacks, the greater 

the risk of future terrorist attacks. This knowledge can be used for forecasting purposes. If there is an 

increased tendency in the media to report on terrorist attacks, the probability of subsequent acts in-

creases considerably.  

According to Rohner and Frey [118], the thesis that increased media coverage of terrorist attacks and 

terrorism leads to an increase in terrorist attacks can be explained by the fact that terrorist organisations 

schedule attacks in a way to generate maximum media attention and Jetter [115] adds that terrorist 

groups exploit an already existing media attention for this purpose. The so-called Werther effect, which 

originally goes back to Philips [119] and refers to imitative acts as a result of real and fictitious suicides, 

also provides explanatory power for the thesis mentioned. The Werther effect is based on the recognition 

that the suicide described in Goethe's novel "The Sorrows of Young Werther" triggered a series of further 

suicides in Europe [120]. Philips [119] looked at the mimicry of coverage of suicide in daily newspapers in 

the UK and USA in the period 1947-1968 as part of a scientific investigation and found an increase in 

suicides among the general population as a result of media coverage of suicides of well-known personal-

ities [120]. This finding can also be applied to the observed relationship between media coverage and 

terrorist attacks. For example, intensive reporting on terrorist attacks motivates and encourages potential 

assassins to carry out attacks as well. 

5.2.2.4 Network Analyses based on Social Media 

The Internet in general and social media in particular have developed in recent years into a dynamic form 

of interpersonal communication. Social networks such as Facebook, Twitter, Tumblr, Instagram, YouTube, 

etc. not only enable the user to communicate in real time, but also offer a continuous exchange of infor-

mation. Due to the high reach and popularity of these platforms, their easy accessibility and anonymity, 

they are also used by criminals and radical, extremist and terrorist groups for their purposes such as 

spreading ideologies, promoting radicalisation and recruiting members [121]. 

Above all (closed) forums and chat rooms offer the opportunity to exchange ideas with like-minded people 

and to discuss ideologically charged topics, whereby the anonymity felt in these digital spaces can 

strengthen ideology and suggest a reduced feeling of danger before prosecution [122]: 

"This also and especially applies to social networks and video sharing platforms such as YouTube, Face-

book, Twitter, Instagram, WhatsApp, SnapChat etc., where information and entertainment formats mix 

with ideologically colored content and which are actively used by extremist movements to address (espe-

cially young) people worldwide. [122].  



D1.2 Predictive Policing – Psycho-sociological Models 

H2020-SU-FCT03-2018-833115 PREVISION Project  Page 65 of 85 

Platforms such as Facebook offer a variety of communication options, such as chat functions, open and 

closed groups as well as fan pages on various topics. Links, videos and photos can be posted in real time 

and by clicking the "Like" button it is possible to quickly and easily identify potential buyers [123]. 

An associated problem is the algorithm-based selection of displayed content, which is related to the con-

tent consumed by the user and is called a filter bubble. Users are increasingly being shown content that 

matches their individual online behaviour [122]. The danger of moving superficially in so-called echo 

chambers, in which one-sided contents are shared and disseminated by like-minded people [124], is in-

creased, which has "both an enabling and an accelerating effect in connection with radicalisation pro-

cesses" [122]. 

However, as already indicated, the communication of criminal groups and/or ideologically motivated ex-

tremists takes place not only in closed virtual spaces, but also on openly accessible sites and in public 

forums. This is of particular relevance for law enforcement agencies, as it allows to reconstruct who com-

municates with whom, when, where and how often, or communicated in the past. The evaluation of these 

contents represents an important added value not only for criminal prosecution, but also for preventive 

purposes. The problem, however, is that this network-based analysis approach (see Figure 12) produces 

a large amount of data, whose evaluation is extremely time-consuming, which is why it only makes sense 

to analyse the metadata and topology and not the concrete content. For this type of analysis, it should be 

critically considered that personal data are also included.  

 

Figure 12: Network analysis14 

 

14 KIVU 
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On the basis of metadata, conclusions can be drawn about relationships between people. By identifying 

social networks made up of actors known as nodes and their relationships to each other, the so-called 

edges, it becomes possible to track down people who belong to an extremist network, or who participate 

in or plan extremist actions, but have not yet been on the police radar15. Given that Facebook alone had 

around 2.45 billion active users worldwide in the third quarter of 2019 [125] and that the Internet and 

social networks such as Facebook are regarded as an integral part of the communication structures of 

radical organisations [122], it can be assumed that the analysis of the communication of people on such 

platforms can make a promising contribution to the fight against terrorism. However, the fact that several 

hundred million people perform social activities in the social media every day also poses great challenges 

to law enforcement agencies worldwide: 

„However, due to the dynamic nature of social media platforms, identifying […] content, locating users 

and predicting events by keyword-based search is overwhelmingly impractical. The volume of content be-

ing posted on social media platforms makes it challenging for security analysts to discover such content 

manually.” [121]  

Social media monitoring tools or network analysis tools can help in this regard. Systems such as KIVU (see 

Figure 12) can be used to identify people who, for example, follow radical or extremist groups or people 

within a social network such as Facebook or Twitter and/or share or link their content. While such infor-

mation does not provide any indication of the reason why a person follows another person or group (e.g. 

for journalistic reasons, sympathy or personal identification with the shared content or the people posting 

it), it does at least provide an opportunity to identify relevant persons of whom the law enforcement 

authorities have had no knowledge to date. In this context it should be noted that personal data (at least 

in Germany) may not be stored for preventive purposes without concrete grounds for suspicion. Social 

media monitoring tools and network analysis tools would therefore have to query data in real time (and 

without storage) when used. Information about systemically identified networks could thus be retrieved 

on a daily basis and changes such as the addition of new members or the withdrawal of previously active 

members of the network could be identified. The latter could, for example, be an indication of increased 

radicalisation and/or concrete planning of an attack. It is important that a system can simultaneously an-

alyse several or different sources in order to gain a comprehensive overview of an actor's activities on the 

Internet. 

The system PREDATA developed in the USA by the former CIA employee James Shinn also works with 

Open Source Intelligence. Every day, 10,000 selected Wikipedia pages, 50,000 You-Tube videos and 1,000 

Twitter feeds are evaluated. With the help of scraper programs, historical events such as terrorist attacks 

are linked to Internet activities and patterns are searched. One pattern could be that before a terrorist 

attack the intensity of communication or the number of hits on certain pages increases significantly. If this 

is the case, "peaks" may indicate an imminent stop. PREDATA is able to calculate the probability of terror-

ism for each country. The system is a kind of seismograph for real-time events. However, it cannot predict 

 

15 But here it can also happen that innocent people are targeted by the police. 
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the exact time or location of the crime. Against this background, the question arises what the operational 

benefit of the software ultimately is. 

 

Figure 13: Example of the web activity on Wikipedia for the article "Breitscheidplatz" before the terror attack in Berlin on 
December 19th, 2016 

 

 

Figure 14: Example of the web activity on Wikipedia for the article “Breitscheidplatz” after the terrorist attack in Berlin on 
December 19th, 2016 

The method will be illustrated briefly using the example of the attack at Breitscheidplatz on 19th December 

2016 (see Figure 13 and Figure 14). For this the German Wikipedia page "Breitscheidplatz" was chosen. 

On 17th December 2016, two days before the attack, there was a clear increase in calls ("peak"). If such 

rashes were now registered on pages selected for daily analysis, it would be one of several indicators of a 

potential terrorist attack. On 19th December (day of the attack) and 20th December (one day after the 
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attack) the number of appeals rose rapidly due to the topicality of the attack, which is explained by the 

national and international interest in the attack. 

The work of Stefan Wuchty, Professor of Computer Science at the University of Miami, goes in a similar 

direction. He evaluates the behaviour of radical groups in freely accessible social networks. His "escalation 

parameter" measures the number of new sympathizer groups on the internet. He suspects that relevant 

political events are to be expected at the peak of such a development - either an attack or the outbreak 

of social unrest.  

According to Wuchty, the problem is that platforms such as Facebook and Twitter are deleting radical 

content at an even faster rate, which makes analysis and thus the prediction or verification of his theses 

considerably more difficult.[126]  
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6. Ethical and Data Protection Aspects of Predictive Policing 
In the context of the discussion on predictive policing, possible risks as well as ethical and moral concerns 

are addressed in addition to the many opportunities that predictive policing brings with it.  

These relate primarily to the processing of personal data and the associated data protection issues. Since 

the majority of predictive policing tools have a spatial orientation and do not use personal data, there is 

often no basis for in-depth discussions and arguments [127]. Because against the background of the re-

nunciation of personal data, such as demographic characteristics such as religious affiliation or migration 

background, at first glance there is no violation of the right to informal self-determination pursuant to 

Art. 2 para. 1 in conjunction with the German Civil Code. Art. 1 para. 1 GG before [128] . Nevertheless, it 

is possible to use (supposedly) non-personal data, such as place of residence or address, to draw conclu-

sions about the characteristics of persons residing or staying there. This is done by creating proxy variables 

that can be used to deduce the personal characteristics of a person that are of interest. Against this back-

ground, clear guidelines on what data is used in what way and for what purpose are of significant rele-

vance when it comes to predictive policing [129]. 

If freely accessible data, e.g. from forums, public chat rooms or social networks, is collected and evaluated 

using an algorithm, there is also the danger that statements and actions are incorrectly recognised as 

dangerous due to the lack of context in which an action or statement was made. It is not transparent for 

citizens which of their actions are registered by the police and according to which criteria they are 

judged.[130] 

However, in the context of the critical discussion about the risks of predictive policing, not only the type 

of data used is of great importance, but also its quality. According to Adensamer and Klausner it can be 

assumed that data used for predictive policing often reflect inequalities and discrimination existing in so-

ciety and that there is therefore a risk that these social differences will be reproduced by actions based 

on these data (e.g. in the context of punitive measures in response to forecasts produced by the predictive 

policing tool) [131]. In this context, Egbert speaks about an "ethnically coded bias" with which technical 

procedures operate [127]. Such a bias can also occur unnoticed against the background of self-learning 

and unsupervised machine leraning, which can lead to "independently discriminating connections, e.g. 

between skin colour and individual crime risk, being constructed, whereby the subsequent verification is 

extremely difficult, since corresponding algorithms always also act as black boxes".[127] 

According to Egbert, existing predictive policing tools should also be viewed critically in terms of their 

inherent risk of racial profiling practices. This can be illustrated by the example of the phenomenon of 

burglary. Since the majority of burglary thefts in Germany are attributed to the activities of Eastern Euro-

pean burglar gangs, police officers in forecasted risk areas look for people with attributes that suggest 

Eastern European origin or otherwise appear strange.[127] In addition, the risk of so-called feedback loops 

plays an important role in this context. If police officers are increasingly sent to certain geographical areas 

defined as at risk, so-called reinforcing effects can occur, in which there is a high probability that more 

crimes will be registered in these areas. This means that there is also more data available on these areas, 
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which in turn can lead to these areas being classified as risk areas in the future and increasingly affected 

[127]. There is thus a risk of stigmatisation of certain places and the people who live there[129]. 

Even if predictive policing tools with a spatial orientation dominate at the present time, Egbert expects an 

expansion of personal forecasting procedures in the future [127]. Such forecasting tools, which make use 

of personal data that are not freely accessible to the public, are, however, subject to high legal require-

ments, such as the protection of the right to informational self-determination already mentioned in Article 

2 (1) of the Basic Law in conjunction with Article 2 (1) of the Basic Law. Art. 1 para. 1 GG as well as Art. 7 

and Art. 8 EU-GRCh. 
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7. Summary and conclusions  
The aim of this paper was to elaborate the value of predictive policing in the fight against crime - primarily 

in the areas of cybercrime, organised crime and terrorism - and to present possible applications of differ-

ent predictive models to the use cases formulated within the framework of PREVISION. Predictive policing 

is the consistent further development of police strategies for the prevention of crime, not only in the area 

of mass crime, but also in the fight against cybercrime, organised crime and terrorist threats. The EU-

funded project PREVISION picks up on this development by developing innovative software solutions to 

support police forces in identifying and combating future threats at an early stage. In the context of the 

present elaboration, the value of social science and criminological theories was addressed in addition to 

empirical findings and already existing methods and software solutions. 

When developing predictive policing software, it should be ensured that it is theory-driven rather than 

purely data-driven, because theory-driven approaches promise higher quality output. Without sociologi-

cal, psychological and criminological theses and theories, meaningful predictive policing is hardly conceiv-

able. In this respect, a detailed theoretical discussion of the topic is also indispensable in this project. 

Furthermore, the methodologies used should be transparent and comprehensible for the end users, oth-

erwise the necessary acceptance by the users might be lacking. At this point, the use cases formulated by 

the end users will be discussed in detail. 

It is noticeable that the LEAs involved often outline technical solutions in the use cases they describe, 

which are primarily investigative support technologies or investigative tools. In particular, there is a grow-

ing demand for video surveillance with face recognition and real-time data comparison, especially at neu-

ralgic locations such as airports, train stations or football stadiums. One example is the use case "Soft 

targets protection - Attempted terrorist attack at stadium", in which terrorists plan an attack with explo-

sives and vehicles on visitors to a football match. One of the aims here is to prevent perpetrators from 

bringing explosives into the stadium unnoticed. It is also aimed to identify suspicious persons and vehicles 

in real time using modern video surveillance and face recognition. In the event of an attack, existing data 

material must be evaluated quickly, for example in order to be able to initiate search measures quickly. 

Such technical solutions are currently being worked on throughout the world, including in the European 

Union. The contactless identification of body-worn explosives is the objective of the POLINEX project (por-

tal with a cost-effective IMS network for the contactless detection of body-worn explosives). Within the 

scope of detection methods, explosives, e.g. in the form of explosive belts or explosive cases, are to be 

detected even in moving persons. This can be realized with the help of portals equipped with sensors, e.g. 

in the form of passage tunnels at airports.[132] 

The German-Austrian cooperation project FLORIDA is concerned with the evaluation of video material. 

This is a system for visual and auditory analysis of image and video mass data in order to reconstruct the 

course of events more quickly and to identify suspects more quickly.[133] The importance of video sur-

veillance also emerges from the Use Case "Radicalisation & terrorist threat prevention". The Fraunhofer 

IOSB also recognized the great importance of video surveillance for public safety and developed the NEST, 

DigLT and ivisX systems. In this context, the "Video Surveillance Mannheim Project" is worth mentioning. 
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Since 2018, intelligent, algorithm-based video surveillance has been used in Mannheim in public areas 

with the aim of detecting police-relevant movements such as violent assaults[134]. In Berlin, biometric 

face recognition was also successfully tested as a supporting tool for police searches at the Berlin Südkreuz 

station as part of the "Biometric Face Recognition" project of the Federal Police Headquarters in Potsdam 

as part of the testing of systems for intelligent video analysis.[135]  

In addition to video surveillance and face recognition, the importance of analysing social networks and 

Internet communication is also addressed in the use cases "Soft target protection - Attempted terrorist 

attack at stadium", "Cyber-enabled crime - CNP fraud as terrorist act facilitator" and "Radicalisation & 

terrorist threat prevention". The fact that this field has enormous potential for fighting crime and promot-

ing public safety is evident in software solutions such as KIVU. KIVU conducts network analyses and uses 

and analyses open source data for this purpose. Also, the mentioned algorithm LEA (see Chapter 5.2.2.1) 

represents a kind of social media monitoring and is able to identify and filter radical and extremist content 

from comments and contributions on social media platforms.  

Network analyses are also used in the area of financial crime, which is covered in the use case "Financial 

crime investigation - Detection of fraudulent companies", which deals with the detection of criminal ac-

tivities and other violations of law. At present, systems such as kantwert are already used to identify net-

work structures in the area of financial crime, making use of public registers and entries such as company 

registers. Concrete transactions and activities on the financial market are also already systematically mon-

itored and conspicuous transactions identified on the basis of algorithms. However, such systems often 

operate on an extremely coarse mesh, as the majority of the transactions identified as conspicuous ulti-

mately turn out to be irrelevant. Thus, such systems produce outputs to a considerable extent that are 

not relevant for the fight against financial crime. Rather, this results in an enormous expenditure of re-

sources, because if a transaction is classified as conspicuous, this must be verified by humans. This means 

that previous systems need to be modified and expanded. For this reason, IfmPT is already working with 

a partner to improve the algorithms used so far in order to generate a more fine-meshed output. 

Data-mining and data-science tools, such as those formulated in the Use Case "Illicit markets investigation 

- Police and archaeology against looting and trafficking of cultural goods", which deals with the trade of 

cultural heritage to finance terrorism, are already in operational use, for example in predictive policing 

solutions, which underlines their importance in the fight against crime. Knowledge databases are also 

established techniques within law enforcement. 

In the Use Case " Soft targets protection - Attempted attack at stadium", the technology of georeferencing 

is also shown for the identification of endangered districts or districts to be protected. Georeferencing is 

a central component of spatial predictive policing and it is implemented in a number of existing software 

solutions. As already mentioned, however, the use cases mainly outline investigation-supporting technol-

ogies and investigative tools. As underlined by the existence of numerous projects and software solutions, 

these are of great importance in the fight against cybercrime, organized crime and terrorism. However, 

technical solutions that fall within the area of "predictive policing" are less addressed in the requirements 

of the LEA, especially with regard to spatially based predictive policing. Spatial predictive policing solutions 

such as PRECOBS or SKALA are particularly relevant in the fight against mass crime. As already mentioned, 
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spatial predictive policing is, however, only taken up by LEAS in the use case "Soft target protection - 

Attempted terrorist attack at stadium", whereas the situation is different for person-related predictive 

policing. In particular, the descriptions of the Use Case "Radicalisation & terrorist threat prevention" show 

the significant relevance of models that can recognise and/or predict radicalisation processes of individual 

persons or groups. Intensive research and development of new technologies is already made in this area.  

In Germany, several projects are currently being carried out on the subject of "Radicalisation and the 

Internet". The project "X-Sonar" ("Analyse extremist efforts in social networks") is working on the devel-

opment of a software-supported analysis and evaluation tool. The aim is to "investigate the development 

of radicalisation processes in online networks, blogs and Internet forums. Among other things, inhuman 

discourses as well as criminally relevant behaviour patterns will be analysed in order to identify patterns 

of radicalisation and to develop indicators for the early detection of radical tendencies. In dialogue with 

the state criminal investigation offices and authorities involved, an instrument for the recognition of ex-

tremist network structures and for the assessment of individual and collective radicalisation processes is 

also being developed”[136]. The project "RadigZ" (Radicalization in the digital age) is also dedicated to 

this topic. It aims to prevent radicalisation processes and to immunise people against radical ideologies 

on the Internet. The central concern is the development of target group-specific protection measures. 

Target groups are young people and teachers as well as members of the police and judiciary. The devel-

oped materials are made available to all interested parties on an internet platform.[137] 

PANDORA is the abbreviation for "propaganda, mobilization and radicalization to violence in the virtual 

and real world". PANDORA serves, among other things, the early detection of processes of radicalisation 

by examining "which extremist ideas and symbolisms are used on the Internet and social media and how 

they contribute to radicalisation". The attempt to document connections between Internet propaganda 

and real events is interesting. "In the process, current violent events and the associated discussions in the 

social media are mapped and assigned to the respective extremist milieu.”[138] The software solutions 

RADAR-iTE, VERA-2R, ERG22+, TRAP-18, SAVE and Screener Islamism, which have already been discussed, 

are further examples of already established personal predictive policing instruments.  

Perhaps there is still a lack of knowledge among LEAs about the possibilities that predictive policing al-

ready offers for everyday operational use. In this context, it seems to make sense to hold a workshop with 

the LEAs in order to present the possibilities of predictive policing in a concrete way and to specify the 

requirements on this basis. For example, a not inconsiderable proportion of mass crime is gang or organ-

ised crime (burglary, theft from motor vehicles, theft of vehicles), which can be effectively combated with 

predictive policing solutions.  

Overall, it is clear that the LEAs cover a large part of the relevant areas for combating cybercrime, organ-

ised crime and terrorism and for maintaining and promoting internal security with the requirements for-

mulated in the use cases. The fact that solutions e.g. in the form of software applications are already on 

the market for some of the scenarios described in the use cases underlines their relevance. Nevertheless, 

it remains to be stated that, precisely because of the existence of already established methods or software 

tools, the solutions planned within the framework of the PREVISION project should have unique selling 
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points. Otherwise, public authorities are probably not willing to replace tools that have just been intro-

duced, e.g. in the field of predictive policing, with new ones, as the introduction of new technical instru-

ments into the cop culture is an extremely complex process.  
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